daptiv

Daptiv SSO and AFDS 2.0

ADFS 2.0 Setup Guide for Daptiv SSO



INTRODUCTION

ADFS 2.0 is a widely used SSO software available free from Microsoft. Because of the prevalence of this
software, we have found that many of our clients utilize ADFS 2.0. This guide is provided as general
guidance on how to configure ADFS 2.0 with Daptiv only; Daptiv does not provide support for ADFS 2.0. If
you need software or hardware troubleshooting, please contact Microsoft directly.

This guide assumes that you have ADFS 2.0 installed on a machine already, with or without other SSO
integrations set up.

Steps:

1) Open the ADFS 2.0 Management Console from the Administrative Tools menu, and choose to
‘Add Relying Party Trust...

W3 AD FS 2.0

Wil File Action View Window Help

e z2mHm
| ADF52.0
# | Service
[= | Trust Relationships
| Claims Provider Trusts

B Relying Party Tr

] Attribute Stores Add Relying Party Trust...

View »
New Window from Here

Refresh

Help

’Add a new relying party trust to the configuration database

2) Click through the introductory screen.
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7»,-.mdd Relying Party Trust Wizard E3

Welcome

Steps Welcome to the Add Relying Party Trust Wizard

@ Welcome
This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties

consume claims in security tokens that are issued by this Federation Service to make authentication and
@ Choose Issuance authorization decisions.

Authorization Rules

@ Select Data Source

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
@ Ready to Add Trust party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party

after you complete the wizard.
@ Finish

¢ Previous | Start I Cancel | Help |

3) Choose to import data from a file, and select the location of the metadata XML file.
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'*;mdd Relying Party Trust Wizard

Select Data Source

Steps

@ “Welcome

@ Select Data Source
Specify Dizplay Mame
Choose Profile
Configure Certificate
Configure JRL

Configure | dentifiers

@ & & @ @ @

Chooze lzzuance
Authorization Rulez

FReady to Add Trust
Finizh

@ @

Select an option that this wizard will use to obtain data about this relying party:

™ Impart data about the relying party published orling ar an a local netwark

|Jze thiz option to impart the necessan data and certificates from a relying party organization that
publishes itz federation metadata online or on a local netwark.

Federation metadata addrezs [host name or LRL]:

Example: iz contoso.com ar https: L Asny contoso.com/app

' Impart data about the relving party fram a file

|Jze thiz option to impart the necessan data and certificates from a relving party organization that haz
gxported its federation metadata to a file. Enzure that this file iz from a trusted source. T his wizard will
niot walidate the source of the file.

Federation metadata file location:

I Browse. . |

™ Erter data about the relying party manually

|Use thiz option to manually input the neceszary data about this relying party organization.

Help

<F'revious| Mest > I

Cahcel |

4) Choose a display name for this integration.

M Add Relying Party Trust Wizard E

Specify Display Name

Steps Type the dizplay name and any optional notes for this relang party.
@ "Welcoms
G lect Diats Souce |D|sn4aynu'nl::
+ Specily Display Mame
@ Choose lssusnce Notes:
Authorization Rules i

@ FReady toddd Trust

@ Finizh

5) Choose your configuration for access; it is usually to allow all users access.
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.-'Ir-ft.ﬂl:ll:l Relying Party Trust Wizard

Choose |ssuance Authorization Rules

Steps lzguance authonzation ndes determine whether a user iz permitted o receive claims for the relping party.

@ ‘Welcome Choose one of the follovang options for the retial behanaor of thes relng party's izsuance authonzabon
nles.

@ Select Data Source

% Permit all ussrs to access ths relying parly

The izzuance suthonzabion ndes will be configured bo permit all ugers bo access this relying party. The
relying party serice o appliication may stll deny the wuser access.

@ Specily Dizplay Hame

@ Choose lssuance

Authorization Hules
@ Feady to Add Trust " Deny al uzers access to thiz ralying party
@ Finizh The izsuance stholizabion ndes vill be configured to denw all users access b this ielving pamy, v ou mist

later add issuance authonzation rules to enable any users to access thiz relying party.

Y'ou can change the izsuance authonzabon nules for thes relying party trust by selecting the rebing party
truzt and clickmg Edt Clam Rules in the Actionz pane.

6) View a summary of the information. Note that in this summary page, some settings cannot be
changed and we must come back to the configuration page later.

W Add Relying Party Trust Wizard

Ready to Add Trust

s The relying party st has been configured. Review the following settings, and then click Nest to add the
@ ‘“Welcome redking party trust to the AD FS configurstion datsbase.

@ Select Data Sowce

@ Speciy Display Name Mondoning Ildurii'm] Enciyption | Signatue | Accepted Claims | Organization | Endpoints | N4 | *]

@ Choose lzsuance Specify the monitonng settings for this relang party trust.
Augthorizabion Pludes
Redwng paity's federation metadata LIRL:
@ Ready toAdd Trust RN 2
@ Finizh I
[= M arstess
= Sutommaticaly updste relerg paely
Thiz rebarg paty's fedesation meladata data was last checked on:
£ nevel >
Thiis: ieharsg paity wass lact updated fiom lederstion metadata one
£ NEvel >

<Fle+i:m] Mesd » I Cancel Help

7) Choose to open the Claims window when complete.
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T add Relying Party Trust Wizard

Finish

5
[
@

@

teps
Welcome
Select Data Sowce
Specify Display Name

Choose |ssuance
Augthonizabion Fulss

Feady o Add Trust

@ Finish

The reling paity s was suceesdull sdded o the AD FS configus alion databace.

iou can mocify this neling paity tust by wsing the Properties dislog bost in the AD FS 2.0 Manapement

shap-n,

¥ Open the E dit Claim Fules dialog for this relying party rust when the wizad clozes

8) Choose to add a new rule.

"W Edit Claim Rules for SamiTest

Issuance Transtorm Rules | |ssusnce Authorization Rules | Delsgation Authorization Rules |

The folowing transfoem tules specity the chaims that wil be sent to the relying paty.
Order | Rule Name [ Issued Claims |
."‘A
$
AddRue.. | ecirue | Removerue |

9) Choose to send LDAP Attributes as Claims.
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’;‘:Add Transform Claim Rule Wizard [ X |

Select Rule Template

Sieps Seloct the template for the claim rude that you want to create from the folowing ist. The description
@ Choose Rule Type provides details about each clam rule template.
@ Configure Claim Rule Claim rule template:

Using the Send LDAP Attribute as Claims rue template you can select attnbutes from an LDAP attribute
store such as Active Directory to send as clams to the relpng party. Mubple attrbutes may be sent as
mukiple claims from a single rde using this iule type. For example, you can use this rule template to
create a rde that will estract atinbute vakses for authenbcated users from the displayName and
telephoneNumber Active Directory attnbutes and then send those values as two diferent cutgoing
clams. This nde may also be used to send all of the user’s group memberships. If you want to only send
ndmidual group memberships, use the Send Group Membership as a Clam rule template.

Tell me more about this wile template |

10) Name the Claim, and then set the attributes below so that it pulls from the Active Directory.
Additionally, map the E-mail Addresses attribute as the NamelD.

M3 Add Transform Claim Rule Wizard

Configure Rule
Stepe Yo can ardigure thit nule bo send the valies of LDAP sitributes & clsime. Salect an sliibte stors kom
@ Choose Rule Type which to extract LDAP attibiubes. Specify bow te attnbutes will map to the outgoing claim bpes: that wll be
issued fiom the e
@ Corfigure Clam Aue
Clam nde name:
[NamelD

Rule tamplate: Sand LDAP Atinbutes a: Clams

Attibute sore:
[n"-‘-chvs [irectory 3
Mapping of LDAP atinbutes to cutgoing claim types:
LDAF dttibute | Dutgaing Claim Type
b |E-Mail Address = ||Name 1D =]
=l

cPrevious |[ Fiwh |  cocel | Hep |

11) Click Finish in the Claim Rule Wizard, and go back to the ADFS 2.0 Management Console. View
the Properties for the Daptiv entry. You'll see a screen with multiple tabs.

12) On the Signature tab, make sure that the certificate listed here is the same as the certificate you
have sent to Daptiv Support (as one of the required pieces of information). If no certificate is
listed, then you'll need to select one. Note that the example below contains a certificate, but you
will have a different name/value.
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AIS Properties

Accepted Claimsz | Organization I E ndpointz | Maotes | Advanced I
I anitaring I |dentifiers I E ncryption Signature

Specify the signature verfication certificates for requests fram thiz relving
party.

Effective Date
114

Subject | zzUEr
B2 CM=ADFS Sig... CN=ADFS Signi..

Add.. | Wiew. .. | Remaowve... |

Ok I Cancel | Apply | Help |
13) On the Advanced tab, change the algorithm to SHAL. This is the encryption algorithm

AIS Properties E

M aonitaring I |dentifiers I Encryption I Signature |
Accepted Claims I Organization I E ndpoirts I Motes Advanced

Specify the zecure hash alganthm to use far this relving party trust.

Secure hazh algorithm:

0k I Cancel Apply Help
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14) After saving the changes to the properties, you are ready to send the required information to
Daptiv Support, if you haven't already.

15) After Daptiv Support confirms that the SSO information has been entered, test your Daptiv SSO
integration. By default, ADFS 2.0 has a sign-in URL of: <https://<ADFS
FQDN >/adfs/Is/IdplnitiatedSignon.aspx> where <ADFS FQDN> is the address of your ADFS 2.0
server.
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