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Overview

The Installation Primer describes how to install Tasktop Hub and covers some basic information you
should know before proceeding with the installation. If you are working on a deployment with Tasktop,
your Solutions Architect will assist you with the installation.

System Requirements

On the System Requirements page, you can learn about:

Supported Operating Systems

Supported Browsers

Supported Databases

Java Runtime Environment

Hardware Sizing for Deployment Scenarios

Installation

On the Installation page, you can learn about:

Sandbox Environment
Where to download Tasktop
Installation on Windows
Installation on Linux

SSL Certificate Installation
Port Configuration

Default File Locations
Repository Preparations

Advanced Configuration

On the Advanced Configuration page, you can learn about:

® Container Configuration
® Increasing Available Memory
® Logging

Upgrading

On the Upgrading page, you can learn about:



® Performing Tasktop Integration Hub version upgrades
® Back up and Restore practices

Business Continuity

On the Business Continuity page, you can learn about:

® Best practices for data loss prevention
® Impacts of Tasktop downtime
® Failover strategy/high availability guidelines



' Beginning in April 2022, the following operating systems will be no longer supported by
Tasktop:

® Windows Server 2012 R2
Windows Server 2012

Red Hat Enterprise Linux 6.x
Ubuntu Linux 14.04 LTS

SUSE Linux Enterprise Server 11.x

Beginning in Tasktop Hub version 21.4, TLS 1.2 is required for all encrypted connections. The
database used for storing Tasktop operational data and any repositories being used must
support TLS 1.2.

If you have any questions, please contact Support.

General Requirements

Tasktop Hub is a web application which runs centrally on a server. Users interact with it through a web
browser from any computer that has network access to the server.

For best results, Tasktop Hub should be deployed in an environment that has good network
throughput and low latency to its operational databases and all repositories involved in an integration.

Below are general requirements to meet the needs of typical deployment scenarios.

® Tasktop Hub must be installed in a server environment and only one instance of Tasktop should
be installed on each server.

® The Hub operational database should have its own machine and should be co-located with the
Hub server to reduce latency.

User Requirements

To install and configure Tasktop Hub, you need an account with administrative privileges on your
server. The account must also have read/write access to the default file locations.

Supported Operating Systems

i. Note: For Windows, Powershell 4 must be installed on your server.

The following 64-bit operating systems and versions are supported:


https://docs.tasktop.com/display/223/Installation#Installation-File
https://support.tasktop.com/hc/en-us/requests/new

Windows 10

Windows 11

Windows Server 2019

Windows Server 2022

Oracle Enterprise Linux 7+

Oracle Enterprise Linux 8+

Red Hat Enterprise Linux 8.x
Ubuntu Linux 18.04 LTS

Ubuntu Linux 20.04 LTS

Ubuntu Linux 22.04 LTS

SUSE Linux Enterprise Server 12.x
SUSE Linux Enterprise Server 15.x

Available under Extended support:

® Windows Server 2016 (End-of-Service-Life Date: 18 Jan 2023)
® Red Hat Enterprise Linux 7.x (End-of-Service-Life Date: 18 Jan 2023)
® Ubuntu Linux 16.04 LTS (End-of-Service-Life Date: 18 Jan 2023)

Note that certain connectors (e.g., IBM DOORS) only run on Windows operating systems. Before
installing Tasktop Hub, we recommend consulting with your Tasktop contact to determine which
operating system best fits your integration scenario.

Supported Browsers

Note: Tasktop Hub runs with a minimum screen resolution of 1280 pixels x 800 pixels.
The Tasktop Hub web interface is supported on the following browsers:

® Firefox 101+
® Google Chrome 102+
® Microsoft Edge 102+

Available under Extended Support:

Firefox 94-100 (End-of-Service-Life Date: 18 Oct 2023)

Google Chrome 95-101 (End-of-Service-Life Date: 18 Oct 2023)
Microsoft Edge 95-101 (End-of-Service-Life Date: 18 Oct 2023)

Firefox 83-93 (End-of-Service-Life Date: 18 Jan 2023)

Google Chrome 87-94 (End-of-Service-Life Date: 18 Jan 2023)

Microsoft Edge Chromium 87-94 (End-of-Service-Life Date: 18 Jan 2023)

If you are interested in extended support, please reach out to your Tasktop contact.

Supported Databases for storing Tasktop Operational Data


https://support.tasktop.com/hc/en-us/requests/new
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This feature is not applicable to Tasktop Cloud.

i, Tasktop automatically stores operational data to a pre-configured Derby database. This is suitable
for evaluation purposes only, and is not supported for production environments. Configuring Tasktop
to utilize an external database enables you to perform frequent back-ups without stopping Tasktop
Hub, and ensures that your Tasktop Hub practices are consistent with your existing disaster and
recovery process.

i. Note: The database used for Tasktop Hub operational data must support TLS 1.2.

To reduce latency, the Hub operational database should have its own machine and should be co-
located with the Hub server.

Minimal User Permissions

For all supported databases, the user must have sufficient permissions to connect, create, alter and
drop tables and indexes and create temporary tables. Users must also have sufficient permissions to
select, insert, update, delete, and truncate tables.

Tasktop supports this operational database policy for scenarios where your database is on any cloud
infrastructure like AWS or Azure. You can refer to the resources below for more information on
encrypting communication between Hub and Database:

® For AWS, we recommend implementing a VPC. Click here for more information.
® For Azure, we recommend a VPN gateway. Click here for more information.

Note: A separate database must be used for Tasktop Operational Data and Enterprise Data Stream
integrations.

Operational Database Recommendations

The recommendations below offer a general guideline only. We recommend consulting with Tasktop
Support to determine the exact needs for your integration scenario, and for guidance on how to
efficiently configure Hub.

You can see guidelines regarding external database sizing here.

We strongly recommend using the latest supported version of PostgreSQL for storing Tasktop
Operational Data. At scale, Tasktop Hub performs better, more reliably, and requires fewer resources
with PostgreSQL than with the other available database options.

Supported Versions and Configuration Details

In the section below, you will find supported database versions for storing Tasktop Operational Data
and configuration details for each database.


https://docs.tasktop.com/pages/viewpage.action?pageId=94637050#General(Settings)-Database
https://aws.amazon.com/blogs/database/best-practices-for-securing-sensitive-data-in-aws-data-stores/
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PostgreSQL

Supported Versions

10
11
12
13
14

Extended Support

® 9.6 (End-of-Service-Life Date: 18 Jan 2023)
If you are interested in extended support, please reach out to your Tasktop contact.

Configuration Settings

® The database must be case-sensitive (this is the default configuration).
® The database must be configured with the UTF8 character set.

CREATE DATABASE dbName
ENCODI NG ' UTF8'

LC_COLLATE = 'en_US. UTF-8'
LC _CTYPE = 'en_US. UTF- 8
TEMPLATE t enpl at e0

Necessary User Permissions

The following provides sufficient permissions for the t askt op_hub user on the t askt op_hub databa
se, when using a public schema:

REVOKE ALL PRI VI LEGES ON DATABASE t askt op_hub
FROM t askt op_hub;

GRANT CONNECT, TEMP ON DATABASE t askt op_hub
TO t askt op_hub;

GRANT CREATE ON SCHEMA public
TO t askt op_hub;

GRANT SELECT, | NSERT, UPDATE, DELETE, TRUNCATE
ON ALL TABLES I N SCHEMA public
TO t askt op_hub;

The following provides sufficient permissions for the t askt op_hub user on the t askt op_hub databa
se, when using a custom schema:

If you use a custom schema, please note that when configuring the external database connection
you will need to add "?cur r ent Schema=t askt op" to the database connection URL, e.g. j dbc:
post gresql :// exanpl e. com 5432/ dbNane?curr ent Scherma=t askt op


https://support.tasktop.com/customer/portal/emails/new

CREATE SCHENVA TASKTOP;

REVOKE ALL PRI VI LEGES ON DATABASE t askt op_hub
FROM t askt op_hub;

GRANT CONNECT, TEMP ON DATABASE t askt op_hub
TO taskt op_hub;

GRANT CREATE ON SCHEMA Taskt op
TO t askt op_hub;

GRANT SELECT, | NSERT, UPDATE, DELETE, TRUNCATE
ON ALL TABLES | N SCHEMA Taskt op
TO taskt op_hub;

Microsoft SQL Server

Supported Versions

¢ 2017
® 2019

Extended Support

®* N/A

Configuration Settings

® The database must be case sensitive. We recommend Latinl_General 100 CS AS KS WS.
® This can be configured using the following command (replace dbName with the name of
your database):

ALTER DATABASE dbNanme COLLATE Latinl_General _100_CS_AS KS W5;

® We recommend monitoring the size of your transaction log, as very large transaction logs can
cause database connection errors.

® We recommend using JDBC driver nssql - j dbc-7. 0. 0. j r 8. j ar when transferring from
operational database to SQL Server.

Necessary User Permissions

® The user must be a SQL authenticated user (not a Windows authenticated user)
® Additionally, the user must have the following roles granted:

® db_dat ar eader
® db datawiter
® db_ddl admi n



Note: Instance and Database name options can be specified by attaching *; i nst anceNane=;
dat abaseNane=" to the end of the JDBC URL in Tasktop Hub. If using JDBC driver nssql - j dbc-
10. 2. x or later, the “; t rust Server Certi f i cat e=" parameter and its corresponding value is
required by the driver.

Oracle

Supported Versions

® 19c
® 21c

Extended Support

® 18c (End-of-Service-Life Date: 18 Jan 2023)
If you are interested in extended support, please reach out to your Tasktop contact.

Configuration Settings

® The database must be case-sensitive (this is the default configuration).
® The database must be configured with the AL32UTF8 character set.

ALTER DATABASE dbName CHARACTER SET AL32UTFS8;

Necessary User Permissions:

User must have CREATE SEQUENCE, CREATE TABLE, CREATE SESSI ON permissions, as well as
sufficient quota. Typical user creation might look as follows:

CREATE USER t askt op_hub | DENTI FI ED BY a_password DEFAULT TABLESPACE t askt op_hub;
GRANT CREATE SESSI ON TO t askt op_hub;

GRANT CREATE SEQUENCE, CREATE TABLE TO tasktop_hub;
ALTER USER t askt op_hub QUOTA UNLI M TED ON t askt op_hub;

Troubleshooting

® To resolve error ORA-30036 (UNABLE TO EXTEND SEGMENT BY 8 IN UNDO TABLESPACE),
please refer to the following documentation.

MySQL

Supported Versions

® 5.7.7+ (excluding 5.7.0 - 5.7.6) (Enterprise Edition only)
® 8.0 (Enterprise Edition and Community Edition)


https://support.tasktop.com/customer/portal/emails/new
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Extended Support

®* N/A

Configuration Settings

The following settings must be applied before connecting Tasktop to MySQL:

® The database must be case sensitive.
® This can be configured using the following command (replace dbName with the name of
your database):

ALTER DATABASE dbName COLLATE = 'utf8_bin’

® The database default charset must be UTF-8, ALTER DATABASE dbNane CHARACTER SET =
'utfg'
® You can also create the database with these settings: CREATE DATABASE dbNane
CHARACTER SET = 'utf8'
® We recommend using JDBC driver version 8.0 or later when transferring from an operational
database to MySQL Server.
i nnodb_default_row_format must be DYNAM C
i nnodb_file_format mustbe Barracuda
i nnodb_fil e_per_tabl e mustbe ON
i nnodb_| arge_prefi x must be ON
i nnodb_buf f er _pool _si ze must be minimum 1G

® This size is highly dependent on customer hardware and data size — the number above is
only a recommendation. Please consult with Tasktop Support if you have any questions.
® max_al | owed_packet property must be minimum 64M
® If thisis set too low, you will see a Packet for query is too large error on the Activity screen.
® max_connect i ons property should be minimum 500
® Note: The number of connections Tasktop uses is highly dependent on customer
configuration, hardware, and load — the number above is only a recommendation. Please
consult with Tasktop Support if you have any questions.

Note: i nnodb settings are the default settings for MySQL, so you will not need to make any changes
to those settings unless they have been changed previously. The i nnodb settings apply globally to all
MySQL databases on the server, while the char act er set is specific to the database.

i. Configuring Tasktop Hub with the MySQL external operational database will prohibit the
synchronization of 4-byte characters due to MySQL's default UTF8 encoding being limited to 3 bytes.
Examples of 4-byte characters include but are not limited to some emojis and some Chinese characters.
If you may be synchronizing 4-byte characters, consider using another supported database.

Necessary User Permissions

The following provides sufficient permissions for the t askt op_hub user on the t askt op_hub dat ab
ase:
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REVOKE ALL PRI VI LEGES, GRANT OPTI ON FROM t askt op_hub;

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, |NDEX, LOCK TABLES, REFERENCES ON tasktop_hub.* TO
taskt op_hub

Supported Databases for use in Enterprise Data Stream
Integrations

The Tasktop Database add-on allows you to create integrations that send artifact information to one
central database.

Note: A separate database must be used for Tasktop Operational Data and Enterprise Data Stream in
tegrations.

You can see guidelines regarding external database sizing here.

Supported Versions

If your license includes the Tasktop Database add-on and you would like to configure an Enterprise
Data Stream Integration, the following databases and versions are supported:

PostgreSQL

General Support

10
11
12
13
14

Extended Support

® 9.6 (End-of-Service-Life Date: 18 Jan 2023)

If you are interested in extended support, please reach out to your Tasktop contact.

Microsoft SQL Server

General Support

® 2017
® 2019
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Extended Support

® N/A

Oracle

General Support

® 19c
® 2ic

Extended Support

® 18c (End-of-Service-Life Date: 18 Jan 2023)

MySQL

We recommend using JDBC driver version 8.0 or later when creating a SQL connection for Enterprise
Data Stream integrations.

General Support

¢ 57
¢ 80

Extended Support

®* N/A

Note: The user must be a SQL authenticated user (and not a Windows authenticated user)

Database Connections and Encryption

The following section describes different ways to configure your database connection. If you choose
not to encrypt your connection, data will be transmitted over the network unprotected and will be at
risk of being intercepted. Likewise use of self-signed certificates or other certificates not signed by a
trusted Certificate Authority puts your data at risk as Tasktop cannot verify the identity of the server at
the end of the connection.

Please ensure your connection is configured in a way that is aligned with your security policy and the
associated risks are understood and accepted.

Configuration Details

PostgreSQL

12



or PostgreSQL, please refer to PostgreSQL documentation for more information.
Location
® Example Format: jdbc:postgresgl://hostServerName:postgreSqlServerPort/MyDatabaseName

You can enable encrypted connections by setting ‘ssl=true’ (e.g., jdbc:postgresql.//<server-name>;
<port>/?ssl=true).

If the certificate for the PostgreSQL server is self-signed you'll need to set ‘sslfactory=org.postgresql.ssl.
NonValidatingFactory' and ‘ssimode=require’ (e.g., jdbc:postgresql://<server-name>:<port>/?
ssl=true&ssimode=require&ssifactory=org.postgresql.ssl.NonValidatingFactory).

If the certificate for the PostgreSQL server is not self-signed you'll need to add the certificate to the
JDBC's truststore.

Microsoft SQL Server

For SQL Server, please refer to Microsoft documentation for more information.
Location

® Example Format: jdbc:sqlserver://hostServerName;instanceName=MyInstance;
databasename=MyDatabaseName

You can enable encrypted connections by setting ‘encrypt=true’ (e.g., jdbc:sqlserver.//<server-name>:
1433;encrypt=true;trustServerCertificate=false). If the certificate for the MySQL server is self-signed
you'll need to set 'trustServerCertificate=true' (e.g., jdbc:sqlserver://<server-name>:1433;encrypt=true;
trustServerCertificate=true)

If using JDBC driver nesql - j dbc- 10. 2. x or later, the “; t r ust Server Certi f i cat e=" parameter
and its corresponding value is required by the driver.

Note: Some older editions may be missing security updates and will need to apply security service
packs to use a self-signed certificate and encryption. You may experience certificate errors if the SQL
Server is using a self-signed or corporate certificate. To work around this, you will need to disable
certificate validation in the JDBC driver or add the certificate to the JDBC's truststore.

Oracle

For Oracle, please refer to this whitepaper for an overview of how to set up connections to encrypted
Oracle server. For a guide to configuring the Oracle server to support SSL, please refer to Oracle
documentation.

Location

® Example Format: jdbc:oracle:thin:@hostServerName:oracleServerPort/SID

13
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For the most part assuming that the server is set up properly, you can follow Case#2 in the white paper
and simply use a URL with the following format: jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS=
(PROTOCOL=TCPS)(PORT=2484)(HOST=<hostname>))(CONNECT_DATA=
(SERVICE_NAME=<servicename>))). On the server, make sure to disable client authentication by
setting 'SSL_CLIENT_AUTHENTICATION=FALSE ' in the listener.ora and sglnet.ora files.

For unencrypted connections, the protocol should be TCP and the port would generally be 1521, but
the URL would otherwise be the same. The above example connection string is formatted in the
'‘Oracle Net connection descriptor' format, but Tasktop also accepts 'Thin-style service name'
connection strings such as jdbc:oracle:thin:@<hostname>:1521:<servicename>.

If the certificate for the Oracle server is self-signed, but you still want to use SSL, you will need to
follow Case#1 in the white paper. As described in the paper, only anonymous cipher suites are
permitted when trying to use SSL without server authentication. You can specify the cipher suites in
the sglnet.ora file on the Oracle server.

Note: Some versions of Oracle do not by default support anonymous cipher suites. Thus, they will
need to be imported to the server before enabling them.

MySQL
For MySQL, refer to MySQL documentation for the details on how to set up your connection.
Location

® Example Format: jdbc:mysql://hostServerName:mysqlServerPort/MyDatabaseName

To enable encryption on older MySQL servers (5.6.25 and earlier or 5.7.5 and earlier) you need to set
the connection property ‘useSSL=true’ (e.g., jdbc:mysql://<server-name>:3306?useSSL=true). Later
versions will implicitly try to connect using an encrypted connection. Regardless of the version, the
client will only enforce that the server uses TLS if the property ‘requireSSL=true' is set.

If the certificate for the MySQL server is self-signed you will need to set 'verifyServerCertificate=false’
(e.g., jdbc:mysql://<server-name>:3306?7useSSL=true&verifyServerCertificate=false).

Java Runtime Environment

Tasktop Hub is packaged with a JRE; there is no need to install a JRE separately. Tasktop Hub uses and
ships with Oracle Java.

Note: Partner branded editions of Tasktop Hub use and ship with Azul OpenJDK.

Deploying Hub on a Cloud Environment

14
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i To ensure reliable performance, all virtual machines (on-prem and private cloud) must meet the
requirements listed in the General Requirements section.

Tasktop Hub can be deployed in operating systems on physical servers within virtual machines hosted
on dedicated on-prem virtual machine hosts. Tasktop Hub can also be deployed within private cloud
deployments, such as AWS or Azure. If deploying on a private cloud environment, Hub and its
operational database must be deployed using a full image and not a container, with the exception of
AWS RDS PostgreSQL. Tasktop Hub cannot run in containerized deployments (Kubernetes, OpenShift,
etc.).

Tasktop has qualified AWS RDS PostgreSQL deployments for use as the operational database for Hub

instances hosted in AWS private cloud environments. Tasktop does not offer direct support for private
cloud hosting infrastructure (i.e., AWS networking and configuration) beyond the operation of Tasktop’
s own products within the hosted environment. See the section below for recommended configuration
settings.

AWS RDS PostgreSQL Recommendations

The recommendations below offer a general guideline only. We recommend consulting with Tasktop
Support to determine the exact needs for your integration scenario, and for guidance on how to
efficiently configure Hub.

Note: Tasktop does not troubleshoot or maintain AWS RDS PostgreSQL. Please ensure your database
is configured in a way that is aligned with your security policy and that the associated risks are
understood and accepted.

Setting Recommended Value
" DBl nst anceCd ass" "db.t3.smal | "

" Engi ne" " post gres”

"Al |l ocat edSt or age” 50

"BackupRet enti onPeri od" 30

"Ml ti AZ" true

"Engi neVer si on" "13.6"

" Aut oM nor Ver si onUpgr ade" fal se
"Publicl yAccessi bl e" fal se
" St or ageType" "gp2"

" St or ageEncr ypt ed"” true
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" CopyTagsToSnapshot " true

Hardware Sizing for Deployment Scenarios

General Notes and Considerations

Below are recommendations on sizing hardware and virtual machine capacity to meet the needs of
typical deployment scenarios.

These recommendations are guidelines intended to provide a starting point when deciding on hardware
allocation for a specific deployment. We recommend monitoring system load including CPU usage,
memory pressure and disk queue length, and adjusting the system sizing accordingly.

For best results, Tasktop Hub should be deployed in an environment that has good network
throughput and low latency to all repositories and databases involved in an integration.

Based on real-life metrics, we approximate database sizing at about 40 KB per artifact. For 100,000
artifacts total (including artifacts on both sides of an integration), that equates to about 4 GB of
database storage, not including log files, rollback space, etc.

This is a rough estimate, and will depend on customer-specific configuration and usage. For example,
artifacts that have hundreds of fields and many large comments will require more space. Likewise, short
change detection intervals, frequent full scans, or frequent changes to large numbers of artifacts will
require more processing power.

Hub Server Sizing Recommendations

i The recommendations below offer a general guideline only. The performance needs of Hub
integrations depend on how integrations are configured, the specifications of connected end systems,
and the volume and type of changes made in the end systems.

Note that it is possible for a deployment to have a low number of integrations and users, but a high
number of artifact updates (or vice versa). We recommend consulting with Tasktop Support to
determine the exact sizing needs for your integration scenario, and for guidance on how to efficiently
configure Hub.

Small Deployment

A deployment managing up to 20,000 artifacts in up to 100 projects with up to 10,000 updates/month
(typically up to 200 active users, and up to 5 integrations).

® 4 GB system memory
® 3 GHz processor, 2 cores
® 50 GB free disk space
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Medium Deployment

A deployment managing up to 150,000 artifacts in up to 500 projects with up to 50,000 updates
/month (typically up to 1,000 active users, and up to 15 integrations).

® 8 GB system memory
® 2 x 3 GHz processor, 4 cores
® 150 GB free disk space

Large Deployment

A deployment managing up to 1,000,000 artifacts in up to 2000 projects with up to 200,000 updates
/month (typically more than 2,000 active users, and 20+ integrations).

® 16 GB system memory
® 4 x 3 GHz processors, 8 cores
® 250 GB free disk space

Extra-Large Deployment

If your deployment exceeds any of the guidelines from the Large Deployment, please consult with Taskt
op Support.

For extra-large deployments, the specific characteristics of the integrations are crucial when
determining proper instance sizing. As a result, no general recommendations can be offered for extra-
large deployments.

External Database Sizing

The system that the external database is deployed on should also follow the sizing recommendations
listed above. For example, the database for a large deployment should run on a separate machine with
16 GB of memory, 8 cores, and 250 GB of disk space.

Java Heap Size

We recommend setting the maximum Java heap size value to 50-75% of your system’s memory.

Learn more about setting Java heap size here.
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Installation

Sandbox Environment

It is recommended that you prepare a sandbox environment to test your Tasktop Hub configuration
before deploying it in production.

The sandbox environment should include the following:

® Asandbox server to install Tasktop Hub on
® Sandbox instances of all repositories you will be integrating
® These instances should include the same project structure and customizations as your
production repositories.
® These instance should also include a comparable number of artifacts to your production
repositories.

After you have configured Tasktop Hub on the sandbox server and are satisfied with the way it is
running with your sandbox repositories, you can install Tasktop Hub on your production server and
recreate the configuration for your production repositories.

Installation

Where to Download Tasktop Hub

To get the latest version of Tasktop Hub, create an account on our Customer Portal, then contact your
Solutions Architect or Tasktop Support.

Once logged in to the Customer Portal, click Product Downloads.

ITaskToP
—— DOWNLOADS PREMIUM CONTENT USERDOCS SUPPORT

Download Tasktop

release of

About Tasktop

Connect your tools, connect your people

This will lead you to the Downloads section, where you can download the latest version of Tasktop
Hub.
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ITaskTorP
CustomerPortl DOWNLOADS PREMIUM CONTENT USERDOCS SUPPORT

Downloads

All products.

18.3.0.20180528-b353

O Downlosd 18:3.0.201805285353

22 Downioad 183020180528353

(3 Downioed 18:30201805284353

0

18.3.0.20180418-b306

O Download 18.3.0.20180418-5306.
22 Download 183.0.20180418306
(3 Download 18:30201804185306

0

17.3.27

Installation on Windows
Click the Windows download link on the Product Downloads page of the Customer Portal.
You will be provided with an installation package for Tasktop Hub as a standard Windows MSI installer.

If prompted, click Save File and open the file once downloaded.

Open File - Security Warning X

Do you want to run this file?

Name: ..\tasktop-17.3.0.w20170627-1617-RELEASE-windows.msi

Publisher: Tasktop Technologies
Type: Windows Installer Package

From: C:h\Users\localadmin\Downloads\tasktop-17.3.0.20170...

Always ask before opening this file

.m_] While files from the Internet can be useful, this file type can potentially
‘\ﬂ harm your computer. Only run software from publishers you trust,
- What's the risk?

The Tasktop Setup Wizard will guide you through the installation process.

i Note: If you decide to change the location of the ProgramData directory, do not include spaces in
the new directory name. If the directory includes spaces, Tasktop's Ul will not be accessible.
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|§ Tasktop 17.3.0 Setup [_[C]x]

TASKTOPRP Welcome to the Tasktop 17.3.0 Setup

Wizard

Please wait while the Setup Wizard prepares to guide you
through the installation.

Computing space requirements

I e | Cancel I

After installing Tasktop, open the Start menu and click Start Tasktop to start both Tasktop and User
Management services.

Start Tasktop
Start Tasktop (Safe Mode)
Start Tasktop (Troubleshooting Mo...

Stop Tasktop

Uninstall Tasktop

5 € M &

Start Tasktop

Start Tasktop (Safe Mode)

Start Tasktop (Troubleshooting Mo...
Stop Tasktop

Uninstall Tasktop
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i Note: The Tasktop application is available via HTTPS on port 8443. A default SSL certificate is
provided for testing purposes, however this SSL certificate is insecure. Before using in a production
environment, the provided SSL certificate must be replaced. Please see details in the SSL Certificate
Installation section below.

Please follow the steps in the Getting Started section when starting Tasktop Hub for the first time.

Powershell

&) Tasktop Hub: 22.2.6 and later

Tasktop supports Windows environments that require PowerShell scripts to be signed, but Tasktop
must be added to the Trusted Publishers store to run on such environments. To do this, see the steps
below.

1. Install the latest version of Tasktop Hub on the machine.

2. Log in as the user that will be used to run Tasktop.

3. Run PowerShell as administrator and navigate to C. \ Pr ogr am
Fi | es\ Taskt op\ cont ai ner\ bi n\ set env. psl

4. Type'A' and press enter.

Alternatively, PowerShell commands can be used to add Tasktop to the Trusted Publishers store for
the entire machine.

Note that the following commands can be run by any user once Tasktop is installed and must be
entered into a PowerShell terminal and not run as a PowerShell script.

$Cert = New Cbj ect System Security. Cryptography. X509Certificates. X509Certificate2

$Cert. | nport ((((Get-AuthenticodeSignature "C:\Program Fil es\ Taskt op\ cont ai ner\ bi n\ set env. ps1").
SignerCertificate). Export([System Security. Cryptography. X509Certificates. X609Cont ent Type]:: Cert)))
$store = Get-Item "cert:\Local Machi ne\ Trust edPubl i sher"

$store. Open([ System Security. Cryptography. X509Certificates. OpenFl ags] " ReadWite")

$store. Add($Cert)

$store. d ose()

Installation on Linux

For Direct Customers
Click the Linux download link on the Product Downloads page of the Customer Portal.
You will be provided with an installation package for Tasktop Hub asa . t ar. gz archive.

To extract this archive to your desired location, copy the archive to the correct location on your Linux
system.

You must choose a location with no spaces in its path and use the following command to extract:
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$ tar -xzvf tasktop-linux-x64-<version>.tar.gz

After extracting, run the st ar t - t askt op. sh script from the installation directory (see note on
permissions below) to start Tasktop and User Management services.

To stop Tasktop and User Management services, use the st op-t askt op. sh script in the same folder.

Please follow the steps in the Getting Started section when starting Tasktop Hub for the first time.

For OEM Customers

You will be provided with a . bi n installation package for Tasktop Hub.

To execute the file, run these commands:

chnmod +x tasktop-1inux-x64. bin

./ taskt op-1inux-x64. bin

After approving the End User License Agreement, the file will automatically unzip, allowing you to run
Tasktop Hub.

Run the st art - t askt op. sh script from the installation directory (see note on permissions below) to
start Tasktop and Keycloak User Management services.

To stop Tasktop and User Management services, use the st op-t askt op. sh script in the same folder.

i The Tasktop application is available via HTTPS on port 8443. A default SSL certificate is provided for
testing purposes, however this SSL certificate is insecure. Before using in a production environment,
the provided SSL certificate must be replaced. Please see details in the SSL Certificate Installation
section below.

Please follow the steps in the Getting Started section when starting Tasktop Hub for the first time.

Note on Permissions

We recommend creating a dedicated user for running Tasktop Hub. We do not recommend running
Tasktop Hub as root, as it may create files that cannot be accessed when running Tasktop as another
user. Running an application on a Linux system as root may also interfere with your system's security.

For this reason, st art - t askt op. sh will not start if it detects the current user is root.

If you would like to run Tasktop Hub as root despite these risks, you can do so by deleting or
commenting lines 3-7 of st art - t askt op. sh as shown below:
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#!/ bi n/ sh

#f [ "id-u" -eq "0" ]

#t hen

# echo "Tasktop should not be run as root"
# exit 1

#fi
currentdir="$( cd "$(dirname "$0")" ; pwd -P )"
keycl oak_runni ng() {
pagrep -n -f "${currentdir}"/keycl oak/ bi n/ st andal one. sh
}

Tasktop Hub Service on Linux

There are several ways to configure a Tasktop Service that starts automatically on system startup. We
recommend using a dedicated account for running Tasktop Hub.

You can see the examples below for Systemd and SysVinit.

Tasktop Hub Service with Systemd

1. Navigateto/ et c/ syst emd/ syst em
2. Create a file named t askt op. servi ce

3. Paste the following into the file:
# Systend unit file for tasktop
[Unit]

Descri pti on=Tasktop | ntegrati on Hub
Af ter=sysl og.target network.target

[ Servi ce]
Type=f or ki ng

ExecStart =/ path/to/tasktop/start-tasktop.sh
ExecSt op=/ pat h/ t o/ t askt op/ st op- t askt op. sh

User =user
G oup=gr oup

[Install]
Want edBy=nul ti - user. tar get

a. Change both instances of / pat h/ t o/ t askt op to the full path to your Tasktop Hub
installation directory
b. Change the User and Group variables to the username and group of the account you want to
run the Tasktop Hub service

4. Reload Systemd

$ systentt| daenon-rel oad

5. Enable the new Tasktop Hub service to start on system startup

$ systentt!| enable tasktop

To manually start and stop the Tasktop Hub Service, use the following commands:

$ systenttl start tasktop
$ systenttl stop tasktop
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Tasktop Hub Service with SysVinit

1. Navigateto/etc/init.d
2. Create a file named t askt op
3. Paste the following into the file:

#! / bi n/ bash

# description: Tasktop Start Stop Restart
# processnane: tasktop

# chkconfig: 2345 20 80

TASKTOP_HOVE=/ pat h/ t o/ t askt op

case $1 in

start)

sh $TASKTOP_HOVE/ st art - t askt op. sh

st op)

sh $TASKTOP_HOWE/ st op- t askt op. sh
restart)

sh $TASKTOP_HOWE/ st op-t askt op. sh
sh $TASKTOP_HOVE/ st art - t askt op. sh
esac

exit 0

a. Change the TASKTOP_HOME variable to the full path to your Tasktop Hub installation
directory
b. If you'd like, you can change the chkconf i g run levels and start and stop priorities

4. Set the permissions of Tasktop to make it executable:

$ chnod 755 tasktop

5. Use the chkconf i g utility to enable Tasktop Hub start at system startup

$ chkconfig --add tasktop
$ chkconfig --1evel 2345 tasktop on

a. If you'd like, you can change the run levels in this command
To manually start and stop the Tasktop Hub Service, use the following commands:
$ service tasktop start

$ service tasktop stop
$ service tasktop restart

SSL Certificate Installation

i The Tasktop application is available via HTTPS on port 8443. A default SSL certificate is provided for
testing purposes and should be replaced after installation.

Replacing the default SSL certificate used by Tasktop Hub involves the following:

1. Preparing a Java keystore file with all keys and certificates
a. The Tasktop and Keycloak SSL configuration require a JKS format keystore.
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i. If your corporate CA provides a JKS keystore file, you can skip to the Configure
Tasktop to use the keystore section and follow the steps using the JKS keystore file
from your CA.

ii. If your CA requires you to provide a CSR and returns a certificate response to you,
use the following steps to generate your own keystore file and CSR:

1. Create a Java keystore file and generate a new key pair
2. Generate a certificate request file
3. Submit the file to a Certificate Authority (CA) and obtain the certificate and
CA certificate trust chain
4. Import the certificates to the keystore file
2. Configuring Tasktop to use the keystore (i.e., new key and certificate)

The SSL certificate should contain DNS names where the Tasktop server is accessible. The user's
browser will verify that the name in the address bar matches the names listed in the certificate.Certifica
te Authority may be your internal corporate service, or you may use a public CA (e.g., Comodo, Let's
Encrypt). If you are planning to use a certificate from a public CA, your Tasktop instance must have a
publicly recognizable DNS name that is owned by your organization.

SSL-related instructions on this page are provided as a reference only. Your Certificate Authority will
have more detailed instructions on creating and importing certificates. These instructions are based on
the use of a GUI tool Portecle, which can be downloaded here.

Note that Tasktop does not provide support for this third-party tool beyond the instructions shown
below.

Tip: You can create the Java keystore file on any machine and move the file to the server running
Tasktop software; there is no need to install Portecle on the server running Tasktop.

If you cannot use Portecle and need to utilize standard Java command line utility keytool, please refer
to Tomcat documentation. Upon following the documentation, use JRE installed with Tasktop software
in the Tasktop installation directory (default C: \ Pr ogr am Fi | es\ Taskt op). Tasktop’s ser ver. xm
file is located in Tasktop's data directory (default: C: \ Pr ogr anDat a\ Taskt op, or the location where
Tasktop is installed on Linux) under cont ai ner/ conf/server. xm .

Running Portecle for SSL certificate installation
To run Portecle for SSL certificate installation, see the instructions below:

1. Download and unzip Portecle.
2. Open the command prompt.
a. For Windows, navigate to C. \ Program Fi | es\ Taskt op\j r e\ bi n\
b. For Linux, navigate to <t askt op-i nstal | >/jre/ bin/
3. Run the following command (changing / pat h/ t o/ port ecl e/ to the location where you
unzipped Portecle):

d. java -jar /path/to/portecle/portecle.jar
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Prepare a Java keystore file with all the keys and certificates
To replace Tasktop’s default SSL certificate using Portecle, follow the instructions below:
Tip: Details on accessing Portecle can be found in the section above.

1. Create a key pair and keystore:
a. Start Portecle and click New Keystore in the toolbar and select JKS as the keystore type.

Mew Keystore Type >

Select the type ofthe new Keystore:
0 JKS

) PKCS #12

) JCEKS

 JKS (case sensitive)

) BKS

) BKS-V1

) UBER

() BCEKS

K Cancel

a.
b. Click Generate Key Pair in the toolbar. You can leave the default settings for 2118 bit RSA
key, or choose different settings if required by your company’s security policy.

Generate Key Pair -

Key Algorithm: ) DSA & RSA

Key Size: [2048] -

oK Zancel

a.
c. In the Generate Certificate pop-up, enter the Fully Qualified Domain Name (FQDN) of
your Tasktop server in the Common Name (CN) field and enter other fields as needed.

a. In the Subject Alternative DNS Name field, enter the alternative domain name of the
server, if one exists. Your certificate should include all DNS names that your users
may use to connect to Tasktop. For internal corporate CA you can also use “short”
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names (i.e., tasktop, in addition to tasktop.acme.corp). In CA, these additional DNS
names are called Subject Alternative Names, or SAN. You can specify one SAN at

this point, and can usually add more names later when submitting your request to
the CA.

Generate Certificate X

Signature Algorithm: [SHA2S6WithRSA ||
Validity (days). (365

Common Name (CH): |tasktop.acme.corp

Organisation Unit (OU): |Inf0rmati0n Technology

Organisation Mame (O): |Acme Corporation

Locality Mame (L) |Vancouver

State Name (ST): [BC

Country (C): |CA |

Email (E): | |

Subject Alternative DMNS Mame: |tasklop |

a.

d. Enter tomcat as alias.

Key Pair Entry Alias >

Enter Alias: |tum|::ad |

Ok Cancel

a.
e. Create a new password for the key pair.

a. _Tip: You will need this password later when configuring Tomcat.

Key Pair Entry Password *
Enter New Password: [seessanseensnsas |
Confirm New Password: |uuuuuuuu |

| OK H Cancel ‘

b.
f. You will see your newly created key pair in the list.

7 [Untitled] - Portecle — [m] X

File Tools Examine Help

nlajo|sz seEsa]e
[ Alias Name [ Lastmodinied
% tomcat 26-5ep-2018 12.17.07 PDT P

a |Keystore type: Jis, provider: SUN, size: 1 entry
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g. Click Save Keystore in the toolbar to save the newly created keystore file. Here, use the
same password that you entered for the key pair earlier.

Set Keystore Password bt
Enter New Password: [seessanseenrnsas |
Confirm Mew Password: |uuuuuuuu| |
| OK H Cancel ‘
a.

2. To generate a certificate request file (also known as Certificate Signing Request or CSR), right
click on the tasktop key and select Generate Certification Request and save it to a file.

T C\ProgramData\Tasktop\container\confikeystore - Portecle - m} x
File Tools Examine Help
G| @889 EH 8K e

@[ Aias Name Last Modified
& tomeat 26-5ep-2018 1217:07 FDT PN

B certificate Details

& Export

Eﬁ Generate Certification Request
& \mport CA Reply

> SetPassword

Tl Delete

[ Clane

[ Rename

1 \Generate a certification request for the key pair entry

3. Submit your CSR to a CA to obtain a Certificate.

Note: For some CAs you will need to provide the list of all DNS names for your Tasktop server
separately as they will ignore the SAN values in the certificate request. See your CA's
documentation for more information.

4. Import the certificates to the keystore file.

a. If your CA provided a separate file with the CA certificate or trust chain, import it by
selecting Import Trusted Certificate in the toolbar. If your CA provided only one file in
response to your CSR, skip to 4b.

b. Import the server certificate by right clicking on the tasktop key, selecting Import CA Reply
and choosing the server certificate file received from the CA.

T Ci\ProgramData\Tasktop\container\conf\keystore - Portecle - m] x
File Tools Examine Help
Gla| o0& 58 eE R K| e

[ Atias Name Last Modified
2 tomcat 26-Sep-2018 12:17.07 PDT PM

B Certificate Details

i Export

[#) Generate Certification Request
& |mport CA Reply

$? getPassword

T Delete

iy Clone

Rename

a |\mpun a certificate authority (CA) reply into the key pair entry

c. To verify the certificate chain, click Tools and then click Keystore Report.
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Configure Tasktop to use the keystore

1. Place your keystore file in a protected location that will not be wiped on Tasktop upgrade. We
suggest using Tasktop data directory (default C: \ Pr ogr anDat a\ Taskt op, or the home
directory of the user that Tasktop service is running as on Linux).

2. Openthet askt op- hub. properti es file and configure the following properties:

a. server. ssl. key- st or e - Location where the keystore file exists

b. server. ssl. key- store-password - Password of keystore file

c. server.ssl . key-store-type - Type of keystore file (e.g., JKS, PKCS12)
3. Restart Tasktop Hub Service

To learn more about creating at askt op- hub. properti es file, please see the section below.

By default, the SSL configuration has been configured to disable known weak ciphers. As new security
information becomes available, the list of enabled ciphers should be updated accordingly.

Configure Keycloak User Management to use and trust Tasktop's keystore

In Tasktop Hub 20.4, both Tomcat and Jboss share the same properties in the t askt op- hub.
properti es file as they share the same keystore file. See more details above.

To learn more about creating at askt op- hub. properti es file, please see the section below.

Port Configuration

By default, Tasktop utilizes the ports listed in the table below.

If any of those ports are already being utilized for other purposes, you will need to change them. To
view a list of all ports being used on your system, you can use the netstat-a command. This will help
you determine which available ports you would like to use for Tasktop.

Here is a summary of each port Tasktop utilizes and the location where you can change it if it is already
being used:

Port Location Purpose

8080 t askt op- hub. Default port Tasktop uses
properties for HTTP (8080) / HTTPS

8443 #server.port=8443  (8443)

#server.redirect.
port=8080

More details here
8081 User Management (Keycloa

k) HTTP Ports
8444
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t askt op- hub.

properties
#jboss.http.

port=8081

#jboss.https.
port=8444

More details here

Additional Keycloak Ports: t askt op- hub. User Management
properties (Keycloak)

¢ 9990 #jboss.ajp.

® 9993 port=8009 More details here

® 8009

® 4712 #jboss.

® 4713 management.http.

® 25 port=9990

More details here #jboss.

management.https.
(Note: the following ports have been modified port=9993

from the Keycloak defaults: 80808081, 8443

8444) #jboss.txn.
recovery.
environment.
port=4712

#jboss.txn.status.
manager.port=4713

#jboss.mail.smtp.
port=25

8005 t askt op- hub. Tomcat Shutdown Port
properties
#server.shutdown.
port=8005

Tasktop Hub Port

The default port Tasktop uses is 8443 for HTTPS and 8080 for HTTP, which redirects to HTTPS. If
you'd like to change these ports to ease access for your users, or to accommodate a proxy, follow these
instructions:
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1. Open the tasktop-hub.properties file and configure the following properties:
a. server. port - The http or https port
b. server.redirect. port - The port that, if accessed, redirects to ser ver . port
2. After changing the port, the address used to access Tasktop (i.e., http://localhost:8080) will need
to be updated with the new port number in place of '‘8080."

Please refer to the official documentation for additional configuration options.

To learn more about creating at askt op- hub. properti es file, please see the section below.

User Management (Keycloak) Port

The default port for User Management is 8081. If you'd like to change the port that User Management
(Keycloak) utilizes, follow the instructions here. If your User Management (Keycloak) utilizes a port
other than 8081, you can instruct Tasktop to access User Management (Keycloak) via the correct port
by following the instructions below.

1. Open the tasktop-hub.properties file and configure the following properties:
a. j boss. http. port -Jboss http port
b. j boss. htt ps. port - Jboss https port

Note: If you change the default jboss management-http port setting in the / keycl oak/ st andal one
/ confi guration/standal one. xm to something other than 9990, you must also update the port
referenced in/ keycl oak/ bi n/j boss-cli.xm.

To learn more about creating at askt op- hub. properti es file, please see the section below.

Getting Started

Once installation is complete, you can begin using Tasktop Hub by opening https://localhost.:8443/ in
any of our supported browsers.

Before logging on to Tasktop, you must log into the User Administration Console in order to create
your admin user(s). The Tasktop User Administration Console can be accessed via the User
Administration Console link at the bottom of the Tasktop Hub login page. Please review the User
Management section for detailed instructions on how to create a user, login, and manage your user
accounts.

Once logged in, you will be prompted to set a Master Password, which will be used to encrypt your
repository credentials.

You will also need to apply your license before configuring your integrations. You can learn how to
apply your license here.

Externalized Configuration
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Tasktop enables you to externalize configurations from Tomcat, Jboss/Keycloak, and certain
application properties in a single place. This allows you to use property files to override default values
such as:

® Jboss: ports (e.g., http, https, management port), Keycloak database paths, Keycloak trust stores,
java memory variables, and custom system properties

® Tomcat: ports (e.g., http https), keystores (e.g., files, passwords, types), java memory variables,
and custom system properties

® Application Properties: Derby, Tasktop Hub, Liquibase, log4j, and keycloak host

To override default values through a properties file, you must provide the t askt op- hub.
properti es file in a directory that Hub can scan and read.

This can be done as follows:

1. Rename the file t askt op- hub. properti es. def aul t tot askt op- hub. properti es.

a. For Windows, this file can be found in the App Data Directory.
b. For Linux, this file can be found in the root level of the . t ar . gz package.
a. Note: For Linux users, we recommend creating an environment variable named TASK
TOP_HOVE with its value pointing to an exclusive directory where the t askt op-
hub. properti es file will be placed.
2. Provide values to properties that need to be overridden.
a. For example, if you'd like to change the Tomcat https port to port 9443, uncomment the
property from #ser ver . port =8443 toserver. port =9443

Good to Know:

® Only properties/lines uncommented within the <AppDat aDi r ect or y>/ t askt op- hub.
properti es file will be applied, otherwise Tasktop Hub will assume default values for
commented properties.

® Only properties at <AppDat aDi r ect or y>/ t askt op- hub. properti es file will be used; the
file <AppDat aDi r ect or y>/ t askt op- hub. properti es. def aul t is just a template and will
not work in Tasktop Hub.

Upgrading

Upgrading on Windows

The t askt op- hub. properti es file will not be replaced or deleted during the installation/upgrade
process. For this reason, newer versions of Hub can retain settings automatically after upgrading.

Upgrading on Linux

Because the properties file is placed in the $TASKTOP_HQOVE directory, newer versions of Hub will
automatically apply all configurations.
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If the properties file is not placed in the $TASKTOP_HQOVE directory, it is necessary to copy the
properties file from the old installation directory to the new installation directory.

Upgrading from a Version Earlier than 20.4

If you have made manual changes to Tomcat and/or Jboss files, you have two options upon upgrading
to 20.4:

Option One

You can apply all configurations that have been applied manually to server. xnm , st andal one. xml
, St andal one. conf, standal one. conf. bat,set env. sh,and Manage Tasktop -> Java -
> Java Options tothe tasktop-hub. properti esfile.

During an upgrade, it is not necessary to override the ser ver. xmi file from the old version to the new
installation directory. This can be done by simply providing the t askt op- hub. properti es fileina
directory that Tasktop Hub is able to read and ensuring that there is an uncommented line as shown
below:

ls.e.rver . port=9443
Other properties can be configured the same way as shown in the example above.

Option Two

You can copy all configuration files from Tomcat and/or Jboss that were previously modified and
override them in the new version directories.

Properties

The t askt op- hub. properti es file contains three main blocks:

® Jboss/Keycloak Properties
® Tomcat Properties
® Tasktop Hub Properties

Jboss/Keycloak

The properties listed in the table below are used only if Tasktop Hub is using Keycloak as an
Authentication Provider. When provided, the properties file will be passed as an argument of st andal
one. sh/ st andal one. bat (e.g., st andal one. sh| bat --properties=<pat h>/taskt op- hub.
pr operti es), which means that the file will override Jboss variables.

Property @ Purpose Notes
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j boss.
aj p.
por t

j boss.
http.
port

j boss.
https.
port

j boss.
managem
ent.
http.
por t

j boss.
managem
ent .
https.
port

j boss.
txn.
recover
y.
environ
ment .
por t

j boss.
t xn.

Use this property to

provide a value for the tag <
socket - bi ndi ng
nane="aj p" /> within
the st andal one. xmi
descriptor.

Use this property to

provide a value for the tag <
socket - bi ndi ng
name="htt p" /> within
the st andal one. xmi
descriptor.

Use this property to

provide a value for the tag <
socket - bi ndi ng
name="htt ps" /> within
the st andal one. xm
descriptor.

Use this property to

provide a value for the tag <
socket - bi ndi ng
nanme="managenent -

ht t p"/ > within the st and
al one. xm descriptor.

Use this property to

provide a value for the tag <
socket - bi ndi ng
nanme="managenent -

htt ps"/ > within the st an
dal one. xm descriptor.

Use this property to

provide a value for the tag <
socket - bi ndi ng
name="t xn-recovery-
envi ronnment "/ > within
the st andal one. xmi
descriptor.

Use this property to

provide a value for the tag <
socket - bi ndi ng
name="t xn- st at us-

If this property is provided, the script <i nstal | ati on>
/ keycl oak/ bi n/j boss-cli-tasktop.sh|bat will
call the script <i nstal | ati on>/ keycl oak/ bi n

/j boss-cli.sh|bat passing these arguments: --cont r
ol | er =l ocal host : <j boss. managenent . htt p.
port> --properties=<path>/tasktop-hub.
properties.
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st at us.
manager
. port

j boss.
mai | .
snt p.
port

j boss.
server.
dat a.
dir

j boss.
j ava.
menory

j boss.
cust om
system
propert
i es

Tomcat

manager "/ > within the
standalone.xml descriptor.

Use this property to

provide a value for the tag <
renot e- desti nation
host ="| ocal host" />
within the st andal one.
xml descriptor.

Use this property if you
want to place the keycloak
database in a custom
directory.

Use this property to change
memory settings.

Use this property to load
custom system properties.
For example: - Dj boss.
*=val ue, -

Dkey=val ue, -XX
key=val ue,

j avaagent : val ue, -
agentli b: val ue

This is the same directory where keycloak database lives.

For both Windows and Linux, the directory separator

needs to be '/".

We recommend setting the maximum Java heap size
value to 50-75% of your system’s memory.

The properties listed in the table below are used to override some properties from Tomcat.

Property

server. port

server.

redi rect. port

Purpose

Use this property to provide a

value for the attribute port in the
tag <Connect or / > within the se
rver.xnl descriptor.

Use this property to provide a

value for the attribute

redirectPort in the tag <Connect
or / > within the ser ver. xm

descriptor.

35

Notes

After changing the port, if Keycloak is
being used, you will need to go into the
User Administration Console and adjust
the client to the new port.



server.
shut down. port

server.tonctat.
connecti on-
ti meout

server. ssl . key-
store=/path/to
[ keystore-file

server. ssl . key-
store-

passwor d=change
it

server.ssl . key-

store-type=JKS

server. ssl . key-
alias

Use this property to provide a
value for the attribute port in the
tag <Ser ver / > within the ser ve
r.xm descriptor.

Use this property to provide a
value for the attribute
connectionTimeout in the tag <Co
nnect or/ > within the ser ver.
xm descriptor.

Use this property to provide a
value for the attribute
keystoreFile in the tag <Connect
or / > within the ser ver . xni
descriptor.

Use this property to provide a
value for the attribute keyst or e
Pass in the tag <Connect or/ >
within the server . xni
descriptor.

Use this property to provide a
value for the attribute keyst or e
Type in the tag <Connect or/ >
within the server . xni
descriptor.

Use this property to provide a
value for the attribute keyAl i as
in the tag <Connect or / > within
the server . xm descriptor.
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This property is shared with Jboss
/Keycloak. The st andal one. xni file is
reading this property:

<spi nanme="truststore">

<property nane="fil e"val ue="${
server. ssl . key-store: ${j boss.
home. dir}/..

/i nsecur eKeystore}"/>

This property is shared with Jboss
/Keycloak. The st andal one. xmi file is
reading this property:

<spi name="truststore">

<property name="password"value="${ser
ver.ssl.key-store-password:changeit}"/>

Enable this property only if your custom
Keystore has an alias and it is different
than Tomcat.



tontat. | ava.
menor y=-
Xms256M -
Xmx2118M

tontat. j ava.
errorFile=/path
/to

/ hs_err _pi d%p.
| og

tontat.java.io.
tnpdir=path/to
[temp

tontat. | ava.
util.l ogging.
config.
file=path/to
/1 oggi ng.
properties

toncat.jdk.tls.
rejectdientlni
ti atedRenegoti a
tion=true

tontat. custom
system
properties

Tasktop Hub

Use this property to change
memory settings.

Use this property to provide a
custom path for -XX: Error Fi | e.

Use this property to provide a
custom path forj ava. i o.
t npdi r directory.

Use this property to provide a
custom path for Tomcat's | oggi
ng. properti es file.

Use this property to provide j dk.
tls.
rejectClientlnitiatedRene
goti ati on value.

Use this property to load custom
system properties such as:

- XX: key=val ue, -

j avaagent : val ue, -
agentli b: val ue
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We recommend setting the maximum
Java heap size value to 50-75% of your
system’s memory.

For Windows: Initial memory pool size (-
Xms) and maximum memory pool size (-
Xmx) needs to be in MB. That means
that the value needs to be suffixed with
‘™M'.

Values suffixed with 'G" will cause an
error at the start of Hub.

For Linux: Values can be specified in MB
or GB. Both suffixes 'M" and 'G" work.



The properties listed in the table below are used to override some Tasktop Hub values.

Property

der by. st or age.
pageCacheSi ze

der by. system
hone=/ pat h/t o/ db

hub. dat abase.
confi guration.
di rectory=/path
/tol db

l'i qui base.

i gnor eRecycl eBi nW

arni ng=true

| og4j .
configuration=fil
e:/path/to

/1 og4j 2. xm

| 0g4j .
configuration.
ver bose=fil e:

/ path/ to/ | og4j 2-
troubl eshooti ng.
xm

hub. security.
cors.
excl usi onPat hs

Good to Know

Purpose

Use this property to
change the data page
cache in the database.

Use this property to
provide a custom path
to the Derby database
directory.

Use this property to
provide a custom path
to the Derby database.

Use this property to
whether or not
suppress liquibase
warnings.

Use this property to
provide a custom path
to thel og4j 2. xm
file.

Use this property to
provide a custom path
to the log4j 2-

t roubl eshoot i ng.
xm file.

Use this property to
provide a list of paths
that will be excluded
from the CORS
verification.

For example:
[first-path,

/ second- path
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Notes

Reference: https://db.apache.org/derby/docs
/10.14/ref/rrefproper81359.htmi

Providing the Derby database directory is useful
for Linux environments when upgrading, as you
do not need to copy files from the old
installation directory to the new installation
directory.

Prior to version 21.1, this property was
configured in / t askt op/ cont ai ner / webapps
[ root / VEB- | NF/ web. xm


https://db.apache.org/derby/docs/10.14/ref/rrefproper81359.html
https://db.apache.org/derby/docs/10.14/ref/rrefproper81359.html

Windows

® |tis not possible to use environment variables to compound values. Properties related to paths
must be configured using an absolute path.

® Properties must be modified in the t askt op- hub. pr operti es file as this file has more
priority than properties modified in Manage Tasktop > Java > Java Options |
Initial menory pool | Maxi num nenory pool.

Linux

® |tis possible to use environment variables to compound a specific value. As an example, it is
possible to use $CATALINA_BASE to compound a path.

hub. dat abase. confi guration. di rectory=$CATALI NA BASE/../../directory
| og4j . configuration.verbose=file: $CATALI NA_BASE/../../10g4j 2-troubl eshooti ng. xn

Default File Locations

Windows

When Tasktop Hub is installed on Windows using the MSI installer, the program files (i.e., the
executable files and binaries) are located in C: \ Progr am Fi | es\ Taskt op; configuration files and
logs are located in C: \ Pr ogr anDat a\ Taskt op.

Tip: ProgramData may be a hidden folder, so you will need to change your Windows Explorer
settings to show hidden files and folders to find it.

i. Note: If you change the location of the Pr ogr anDat a directory to an alternate location, do not

include spaces in the name of the new directory. If the directory has spaces in its name, Tasktop's Ul
will not be accessible.

Linux

When Tasktop Hub is installed on Linux, the program files (i.e., the executable files and binaries),
configuration files, and logs are all located in the installation directory where you extracted the
distribution archive.

i Note: You must choose a location with no spaces in its path, or Tasktop's Ul will not be accessible.

Repository Preparations

Preparing Your Repositories
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In Tasktop, the term repository refers to the external tools Tasktop connects to (e.g., Atlassian Jira,
ServiceNow, BMC Remedy, etc).

Before connecting Tasktop Hub to your external repositories, you will need to perform some simple
preparation on each repository you will be integrating. This preparation includes creating a user
account for Tasktop Hub with the appropriate permissions. Please refer to our Connector Docs for
detailed instructions for each repository.

Firewalls and Proxies

If Tasktop is installed behind a firewall, you may need to connect to external repositories (e.g. hosted or
cloud ALM tools) through a proxy. To create a connection to such external repositories in Tasktop, you
can make Tasktop connect through your proxy by configuring the proxy settings when creating a new
repository connection. It is recommended to create login credentials specifically for Tasktop on the
proxy server.

Note that the Proxy Location must be a URL in order for the proxy connection to work. If a .pac
script is used in your browser, you will need to open the script and find the URL/port to enter in the
Location field.

To use a proxy server, check the user proxy server box and fill in your proxy details in the Proxy Server
section on the New Repository Screen:

Troubleshooting

Troubleshooting Mode

Troubleshooting Mode allows you to turn on verbose logging when the Ul doesn't appear due to issues
upon startup.

To start Tasktop in Troubleshooting Mode, see the following instructions:

® For Linux: Run the following script from the command line in the installation folder:

start-tasktop-troubl eshooti ng- node. sh
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https://docs.tasktop.com/connectors

® For Windows: Click Start Tasktop (Troubleshooting Mode) in the Start menu.

. Tasktop

1' Start Tasktop

Start Tasktop (Safe Mode)
Start Tasktop (Troubleshooting Mo...
Stop Tasktop

Uninstall Tasktop

Note: The default troubleshooting duration is set to two hours when Troubleshooting Mode is
enabled. You can view the Troubleshooting timer in the Troubleshooting tab on the Settings screen.

SafeMode

SafeMode allows you to start Hub without running your integrations (i.e., no synchronization or change
detection will occur).

To start Tasktop in SafeMode, see the following instructions:

® For Linux: Run the following script from the command line in the installation folder:

start-tasktop- saf e- node. sh

® For Windows: Click StartTasktop (Safe Mode) in the Start Menu.
. Tasktop
") Start Tasktop
':l| - Start Tasktop (Safe Mode)

Start Tasktop (Troubleshooting Mo...

L
L

Stop Tasktop

ii%! Uninstall Tasktop
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Container Configuration

Tasktop is distributed with the Apache Tomcat Serviet Container.
For information on configuring the container, refer to Apache Tomcat documentation.

On Windows, configuration and log files are installed under C: \ Pr ogr anDat a\ Taskt op while
program files are located under C: \ Pr ogr am Fi | es\ Taskt op.

For information on configuring the service, refer to Apache Tomcat Service How to.

Further configuration, including JVM options and memory allocation, can be performed for the
Windows service by launching Tasktop Properties located at C: \ Pr ogr am
Fi | es\ Taskt op\ cont ai ner\ bi n\t askt opw. exe.

Increasing Available Memory

Beginning in Hub version 20.4, configurations are externalized from Tomcat, Jboss/Keycloak, and
certain application properties in a single place. This allows you to use property files to override memory
variables and custom system properties.

For more information on changing memory settings, please refer to the properties table.

Logging

Logging is configured with | og4j 2. See the included | og4j 2. xml to configure log levels, location,
and rolling policy.

The included | og4j 2-troubl eshoot i ng. xm configures | og4j 2 for the troubleshooting log level
when set via the Settings screen.
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http://tomcat.apache.org/tomcat-8.5-doc/
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https://docs.tasktop.com/display/223/Installation#Installation-Properties

! Beginning in the Tasktop Hub 20.4 release, a properties file is used for configurations such as
Ports & SSL. To learn more about this update, click here.

e

@ Please be aware of additional upgrade steps needed for the scenarios outlined below.
When upgrading from earlier versions to 21.1.x:

® As21.1.xis acheckpoint release, be aware that you must upgrade to version 21.1.x before
upgrading to a later version.

® |f you do not follow instructions here, you may encounter issues with artifact association
management that prevent you from viewing and deleting artifact pairs.

® Note: Be aware that upgrading to 21.1.x from an earlier version may take longer than
usual.

When upgrading from a version earlier than 19.3.0.20190603:

® |f you do not follow instructions here, you may experience errors that prevent pages from
loading or be unable to log out of Tasktop.

® If you are upgrading from a version that is also earlier than 19.2.1, please follow the
additional instructions below:

® While we always recommend backing up the operational database, it is imperative
that a backup is made prior to upgrading to 19.2.1 or later. Upon upgrade from a
version earlier than 19.2.1 to 19.2.1 or later, a one-time change to the operational
database will occur that may take an hour or longer to complete. During the
upgrade process, the Ul will not be available. To monitor the upgrade process,
please inspect the log files. You can find more details in our FAQ here.

When upgrading from earlier versions (e.g., 18.3 and earlier) of Hub to newer versions:

® You may need to perform a two-step upgrade to prevent an upgrade failure.

Backup

A working backup strategy is a critical element of disaster recovery, since only backups can mitigate
complete hardware failure and user error. A strategy that ensures correct and current backups is
essential. Backups of the Tasktop database include both configuration and operational data.

Backup frequency should mirror your practices for all software tools your organization utilizes. Backup
frequency should be daily, ideally with incremental backups performed more frequently.
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General Application Configuration

The recommended practice is to back up the entire installation/program data directory to cover all
customizations (excluding logs)

® Back up Tomcat customizations (in Linux install directory or Windows Program Data)
© contai ner/conf/server.xm

Any keystores for certificates
For Linux: bi n/ set env. sh
For Windows: any changes to the Java section of the Manage Tasktop application (e.g.,
memory, command line parameters, etc)
® Back up keycloak data and customizations

keycl oak/ st andal one/ dat a

keycl oak/ st andal one/ confi gurati on/ st andal one. xm

o O O

Note: We recommend backing up the st andal one. xm file in the event of a rollback; however, when
upgrading, this file should not be preserved to prevent keycloak errors. Instead, the st andal one. xm
file in the new Hub package should be used.

Operational Data

i, Tasktop automatically stores operational data to a built-in database. However, for production
environments, we strongly recommend that operational data is stored to an external database for
improved maintainability. This enables you to perform frequent backups without stopping Tasktop
Hub and ensures that your Tasktop practices are consistent with your existing disaster and recovery
process. For details on how to store your operational data to an external database rather than
Tasktop's built-in database, please refer to General (Settings).

If utilizing Tasktop's built-in Derby Database, ensure you've backed up the following:

® File backup of db directory (in Linux install directory or Windows Program Data)

Restore from Backup

If Tasktop fails to restart after an upgrade or if there are unresolvable errors preventing your
integrations from running, Tasktop may need to be returned to the previous version. Please ensure to
stop Tasktop before restoring to a previous version.

i. Note: If restoring from backup, you should be cautious as the state of the integration is maintained in
the database and restoring to an older version could result in duplicated items and data (e.g., comments
and attachments). It is recommended to only restore when directed by Tasktop support or after a failed
upgrade where no items were processed.

Tip: If integrations were resumed individually during an upgrade, you can prevent duplicating items

and data when restoring to an earlier version by utilizing the upgrade from backup file feature
described below.

44



General Application Configuration

You should restore any changes identified in the backup.

Operational Data
In order to restore Tasktop Hub, follow the instructions below:

1. Copy the database directory from backup to the Tasktop data folder.
2. Restore the backed up Tomcat and Catalina configuration files from part 4 of the backup
instructions.

Operating Systems

1. Shut down Tasktop.
2. Uninstall Tasktop, then run the previous installer.
3. Restore from backup as described in section above.
4. Restart Tasktop.
a. If you'd like, you can restart Tasktop in 'safe mode' which ensures all integrations are
paused.

Upgrading

Before you Upgrade

i, Before upgrading Tasktop, be sure to do the following:

1. Shut down Tasktop and afterwards follow the backup instructions outlined above. The first time
that Tasktop restarts after an upgrade, the internal database will be migrated to the new version
and it will no longer be possible to return to the prior version without the backup.

2. Additionally, ensure that backups are made of the Tomcat, Catalina, and Keycloak configuration
files that have been customized. The upgrade process will overwrite these configuration files and
customizations will need to be re-applied.

3. When Tasktop is upgraded, a service-downtime for the Tasktop service is required in order to
upgrade the database. Note that a second instance cannot be running while the first instance is
attempting to upgrade the database.

a. To understand implications of Tasktop downtime, please see here.

4. Please review the release notes for all Tasktop versions that have been released after the version

you are upgrading from. Ensure that any upgrade steps outlined in the release notes are followed.

1. Ensure a copy of the old installer is available in case a roll-back is required.
2. Click the Stop Tasktop button on your desktop, and make sure services are stopped:
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3. Backup as described in section above.
4. Run the installer of the new version of Tasktop.
5. Re-apply Tomcat/Keycloak configurations.

a. Upgrading from versions earlier than 20.4:
i. Apply all customizations done in (<i nstal | -1 ocati on>/ cont ai ner/ conf
/ server . xm )tothe taskt op-hub. properti es file. More details about
translating configurations from ser ver . xm to the new properties file can be
found here.
ii. Apply all customizations that have been done in (<i nstal | -1 ocati on>
/ keycl oak/ st andal one/ confi gurati on/ st andal one. xm ) to the t askt
op- hub. pr operti es file. More details about translating configurations from st
andal one. xni to the properties file can be found here.
b. Upgrading from versions earlier than 21.1:
i. If any configuration was applied to excl usi on- pat hs property in the web.
xm | it needs to be migrated to the tasktop-hub.properties file. See the following
example:
1. Copy/ aut h/ real ns/ Taskt op/ broker/sam and/auth/real ns

/ Taskt op/ | ogi n-acti ons from the web. xm file.
a. <filter>
<filter-name>CORSFi | ter</filter-name>
<filter-class>comtasktop.servlet.cors.
Cor sHeader ScrutinyServlietFilter</filter-class>
<init-parane
<descri ption>A comma or whitespace separated list of paths to
exclude fromthe CORSFilter</description>
<par am nane>excl usi on- pat hs</ par am nane>
<par am val ue>
[ aut h/ r eal ms/ Taskt op/ br oker/ sam
[ aut h/ real ms/ Taskt op/ | ogi n-acti ons
</ par am val ue>
</init-paran>
</[filter>

2. Place themin the t askt op- hub. properti es file.
d. # Alist of paths that will be excluded fromthe CORS verification.
# This list is separated by conma. Exanple: /first-path,/second-path
hub. security. cors. excl usi onPat hs=/ aut h/ r eal ns/ Taskt op/ br oker/sam , /auth
/ real ms/ Taskt op/ | ogi n-actions

¢. Upgrading from version 20.4 and later:
i. No action needs to be taken. Tomcat/Keycloak configurations will be applied
automatically.
6. If you have connected to the Microsoft TFS repository in the past:

1. Remove all files and folders, except for the com.tasktop files, under <i nst al | -
| ocation>\Tasktop\libraries\m crosoft-tfs and<program
dat a>\ Tasktop\li brari es\ m crosoft-tfs. Note that the parent folders
(marked in red here) for each location could differ if they were customized during
original installation.
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2. Once Tasktop is started up again, navigate to the TFS repository connection screen.
There, you will see instructions on how to provide the updated SDK and CLC files to
Tasktop by adding them to the connector-requirements directory on the machine that
hosts Tasktop.
3. Restart Tasktop after uploading the files.
7. Start Tasktop.
8. Navigate to the Activity screen.

a. Review the Background Jobs tab to review status on Integration Data Migration jobs.

i. Resolve any associated issues shown here. These issues will need to be resolved
and their associated data migration jobs completed before the affected
integrations can run (unrelated integrations should continue to process).

il. Once the associated issue is resolved, failed Integration Data Migration processes
can be prioritized using the 'prioritize’ button on the Background Jobs
tab. Ensure that these jobs complete successfully.

b. Review the Issues tab to resolve any configuration issues.

i. If there are configuration migration issues, those will be shown in the Issues tab.
They will block affected integrations from running (but unrelated integrations
should continue to process). Once the source of the issue is resolved,
configuration migration issues can be retried using the 'retry' button on the Issues
tab.

ii. If using TFS, you may see issues related to unsatisfied connector requirements
since you may need to upload new versions of the TFS SDK and CLC zip files.

c. Review the Errors tab to resolve any errors related to specific integration activities.
d. Once all issues and errors are resolved, the internal upgrade will complete and
information will begin processing for those affected integrations.
9. If you are upgrading from a version earlier than 19.4.1, please see details regarding the
Troubleshooting User here.

Upgrade from Backup File

This feature is not applicable to Tasktop Cloud and is only available when upgrading from Tasktop Hub
versions 20.1 and later. To utilize this feature, please see the section below.

To restore Hub to a previous version in cases where integrations were resumed individually during an u
pgrade, you must use the upgrade backup file available on the Advanced Configuration screen. The
downloaded data in the file corresponds to artifacts that may have been modified when migrations
were still running to ensure artifact updates aren't duplicated when restoring.

i Note: You must download the backup file from your Hub instance before beginning the steps to
restore.

To use this feature, you will first need to download the upgrade backup file. This file can be
downloaded on the Advanced Configuration screen.

® Uposs
oo
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After clicking Download, the following message will appear:

A You are about to download an Upgrade Backup File

Please read the following message carefully before proceeding.
You are about to download an Upgrade Backup File.

The Upgrade Backup File you are about to download may contain confidential data senitive to your eompany or
personally identifying information of your users. Please take the necessary precautions per your company guidelines and
legal obligations to safeguard this information.

Please note, this export wil stop all integrations.

Are you sure you want to download?

# | understand that by downloading the Upgrade Backup File, | will be accessing information that is confidential and/or
sensitive and which may contain personally identifying information, which may be subject to enhanced protections

under my company's guidelines and legal obligations.
o

Once the file has been downloaded, you will need to restore Tasktop to the prior version. Please see
the section above for more details on how to restore to a prior version.

After restoring to the earlier version, you can then select the backup file you would like to import and
click Upload.

2 Upload Upgrade Backup File

Source Flle | taqktop-upgrade-backup-20190912-175030.2ip

If the backup file is imported successfully, the following message will appear and your integrations will
resume.

3 Importing Upgrade Backup File

i Note: If the backup file fails to upload, you will need to contact Tasktop support for further
assistance.
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Overview

Tasktop Hub maintains information critical to organizational business processes, and therefore should
be included in a comprehensive business continuity plan that safeguards data and ensures business
continuity in hardware and operational failure scenarios.

For additional information, please contact Tasktop Support or your Sales Rep to access our Business
Continuity & Disaster Recovery materials.

Data Loss Prevention

An important aspect of disaster avoidance is avoidance of data loss. Tasktop Hub should be configured
to use a reliable external database such as Oracle or Microsoft SQL Server. Please see the Supported
Databases for storing Tasktop Operational Data section to determine supported databases.

External databases should be set up with sufficient redundancy to maximize uptime and to reduce the
probability of data loss due to hardware failure. For details on how to set up your external database,
please see our General (Settings) screen.

Monitoring

You can append [/ api / heal t h to your Tasktop URL (e.g., https://server.tasktop.com/api/health) to
get information on general health of your Tasktop instance (e.g., to confirm that Tasktop is not
experiencing downtime or that your license is valid).

Customers may wish to leverage this API call into a monitoring tool to allow them to determine if a
failover instance need be brought up in case of issues.

Below is a definition of what each term means:

® notificationsettingsValid
® Pass: Testing the connection to the email server succeeded.
® databaseisAvailable
® Pass: Connecting to the operational database succeeded.
® Fail: Tasktop could not connect to the Operational Database; Tasktop cannot function until

this is resolved.
® licenseConfigured

® Pass: Tasktop has been configured with a license
® configurationMigration
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® Pass: No errors from configuration migration are present, i.e., configuration migration
completed successfully the last time it ran.
® memoryUsage

® Pass: No "out of memory" errors are present.
¢ passwordEncryptioninitialized

® Pass: No cryptography errors (error type CCRRTT-60001) exist (i.e., the Java runtime
environment supports 256-bit AES encryption).
® tasktoplsRunning

® Pass: Tasktop has initialized and is running, meaning the Ul should be accessible. Tasktop is
not currently restarting or shutting down.
® Fail: Tasktop is initializing, restarting, or shutting down.
® securitylsSetUp

® Pass: Tasktop has been configured with a master password, and the master password has
been entered if necessary.
® Fail: Either the master password has not yet been set up, needs to be re-entered, or
Tasktop has been configured in insecure mode (no longer supported or possible to
configure).
® licenseExpired

® Fail: The license has expired.
® licenselsValid

® Ppass: All configured integrations are allowed by the configured license.
® Fail: There is no license, or there is an integration whose integration style is not licensed, or
there is an integration using a connector that is not licensed.
® AactivitiesCanProcess

Pass: All valid integrations can detect changes and process activity.

Fail: Tasktop is not detecting changes or processing activity for any of the *valid Work
Item or Work Item + Container integrations. Check for any error messages in Hub to
resolve the issue.

® *Note: Valid integrations are the ones not blocked by issues caused by user
configuration errors or external factors (e.g., unavailable repositories).

Downtime

When Tasktop service is unavailable, changes may be taking place in integrated repositories. Normal
Tasktop operation ensures that data flows between these repositories in a timely manner. When the
server is unavailable, however, information is no longer propagating between integrated systems.

This has the following impacts:

1. Synchronization integrations will not create or update artifacts in synchronized repositories
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2. Enterprise Data Stream integrations will not record artifact changes from their integrated source
repositories to their target databases, which may cause a loss of fidelity in reporting data

3. Gateway integrations cannot accept payloads from integrated gateway collections; this can result
in data loss if the integrated tools cannot handle the downtime

Upon restarting Tasktop Hub, integrations will resume with the following effects:

1. All Synchronization integrations will begin processing where they left off when the server
became unavailable; there may be a backlog of changes to process, but no synchronizations will
be lost

2. Enterprise Data Stream integrations will begin detecting artifact changes; any changes that
occurred when service was unavailable will be detected, but multiple changes to the same field
will have lost fidelity (only one change to that field will be reported)

3. Tasktop will begin accepting Gateway collection payloads, and if the integrated repositories are
configured correctly to retry payloads, they will be processed as usual without data loss

Backup
A working backup strategy is a critical element of disaster recovery, since only backups can mitigate

complete hardware failure and user error. A backup strategy that ensures correct and current backups
is essential. Backups of the Tasktop database include both configuration and operational data.

See details on Backup procedures in the Upgrading section.

Restore

In order to restore Tasktop Hub, follow the instructions outlined in the Upgrading section.

High Availability

To learn more about Tasktop High Availability strategies, please reach out to Tasktop Support or your
Sales Rep to access our Business Continuity & Disaster Recover materials.

Load Balancing

To learn more about Tasktop's recommendation for handling REST API traffic to a repository, see our F
AQ page.

51


https://docs.tasktop.com/pages/viewpage.action?pageId=47160931
https://docs.tasktop.com/pages/viewpage.action?pageId=47160931

Overview

Tasktop provides several methods for troubleshooting your integration — from our easy-to-use Activity
screen which outlines errors, past activity, and more to our Support and Usage Reports which can be used
to troubleshoot issues with our support team and to help track Tasktop usage.

Our Configuration History screen contains up to six months of changes that have been made on your
general settings or configuration elements (e.g., integrations, models, collections, mappings, etc). For
information on how to migrate these changes from one Tasktop instance to another, please see the Con

figuration History page.
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Configuration History

Introduction

The Configuration History screen shows you up to six months of changes that have been made on your
general settings or configuration elements (e.g., integrations, models, collections, mappings, etc).

To view your Configuration History, click the History icon in the upper right corner.

Connecting the World of Software Delivery

© Groao ntogeatons i minutes

On this screen, you can see detailed information about the configuration changes and filter these
changes by name, date, and the user who initiated the change.

_ Tip: To easily view an updated configuration element, just click on the hyperlink on the element.

Migrating Configuration Changes

This feature allows you to export configuration changes and migrate them to another Tasktop instance.
For example, during testing or major upgrades, changes made in a test environment may need to be
replicated in the production environment. Manually replicating these changes is often tedious and time-
consuming.

With this feature, you can easily move configuration changes from one instance to another in just a
few clicks.

Before you Begin
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Before using this feature, please review the following requirements:

1. The source environment version should match the target environment version.
2. The source configuration element should mirror the target configuration element as closely as
possible.

a. _ Note: Changes are applied based on the names/labels of configuration elements in Hub.
For example, if you export a change that adds Artifact Filtering to an integration named Jira
to ServiceNow, upon import Tasktop will search for an integration named Jira to
ServiceNow and apply the change.

Exporting Changes

To begin exporting configuration changes, click Export Changes.

Leooucron )

© ExportCranges

Click Select to Export to export selected changes or Export All to export all configuration changes.

Note: Any changes made on the Settings screen cannot be exported (e.g., adding a license or
updating the change detection interval). Additionally, any credentials will not be exported and will need
to be re-entered upon import.

.......

If you'd like to narrow down changes, you can filter by type, date range, and user.
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After you've selected the desired changes, click Export Changes and a .zip file will be generated with
the changes.

Note: If you attempt to modify the contents of the .zip file, you may encounter issues upon import.

Importing Changes

You can import the exported changes in the Advanced tab on the Settings screen.

© Settings
View st manage youe applcation setings.

Click Import in the Import Configurations section.
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Click Next to review the changes before importing.

mmmmmmmm

After reviewing, click Import to apply the changes.

Intgraton WP and Jia Synchronizatins cestes

Intocrason Jia ChangaSets croated

If a change fails to import, an error message will appear to explain why the change failed. Once a
change fails to import, Hub will not attempt to import the subsequent changes and will provide a new .
zip file containing the remaining changes to import after troubleshooting the failed change.

Possible causes of import failure:
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® Missing element in the target Hub instance. This error can be resolved by manually creating the
missing required element in the target system or importing the changes that created that
element from the source Hub instance to the target Hub instance.

® Element already exists in the target Hub instance. This error can be resolved by deleting the
element, or not exporting the changes that try to create the duplicate element.

The imported changes will be visible on the Configuration History screen.
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Introduction

Most problems can be solved by navigating to the Activity screen and following the steps described on
the listed errors. The Activity screen can be accessed by clicking Activity in the top right corner of the
screen.

Blockers

The Blockers tab shows issues that arise from invalid Tasktop configuration or from more global issues,
such as having an invalid or expired license. These are issues that can generally be resolved within the
Tasktop application itself.

Tip: Blockers can block integrations from running, so it is recommended that you monitor the
Blockers tab regularly.

An additional warning icon appears when blockers are so fundamental that they will prevent
integrations from running.

The hover message will indicate whether the blocker will prevent all integrations from running (e.g.,
licensing errors), or just affected integrations from running (e.g., a configuration error that impacts just
one integration).
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You can take the following actions on the Blockers tab:

i G Retry: Retries a blocker. This action is only available for configuration migration blockers.

* Resolve: Resolves a blocker. This action is only
available for certain blocker types, and can be taken to acknowledge that the user has reviewed
the blocker and taken any required user actions.
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d @[ Remove: Removes a blocker. If the blocker is blocking an integration, the integration will
become unblocked. However, if the cause of the blocker has not been resolved, the blocker will
return to the Blockers tab the next time configuration validation occurs (once an hour).

You can also take the following Bulk Actions:

Refresh: Refreshes the blockers tab.

Remove All: Removes all blockers. If the blockers were blocking an integration, the integration
will become unblocked. However, if the cause of the blocker has not been resolved, the blocker
will return to the Blockers tab the next time configuration validation occurs (once an hour).

Background Jobs

The Background Jobs section shows progress on background Tasktop processes such as: Upgrades, Red
eployments from Sync, Project Replacements for invalid projects in Tasktop collections, and Moving
Routes between Integrations.

Background Jobs consists of three subcategories:

® Processing: Background Jobs that are currently processing
® Failed: Background Jobs that Tasktop attempted to process, but were not successful
® Completed: Background Jobs that have successfully completed

You can take different actions on the background jobs in these subcategories, which are outlined in the
sections below.

AAAAAAAA

You can filter based on job type for each category.

Or, you can use the search box to refine your results.
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Processing
In the Processing tab, you can take the following actions:
o >> Prioritize: Prioritizes the processing background job in the queue

While background jobs are processing, you will see a progress bar to track progress.

Note: Jobs that are in progress cannot be canceled.

Failed

In the Failed tab, you can take the following actions:

® >> Prioritize: Prioritizes the retry of the background job in the queue. This option is especially
useful if you have made changes in your repository or in Tasktop that will likely clear up the

failed job.

® You will see this action if the event is already set to be retried, and is hence both in failed

and processing states simultaneously.

If a background job fails, it will appear color coded in red. If there is an associated issue, a link will be
shown to navigate to that issue. These jobs will be retried automatically until they complete, and can be

prioritized using the prioritize button.

Completed
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In the Completed tab, you can take the following actions:

d X Remove Completed: Removes all completed background jobs.

Once jobs complete, you will see them in the Completed tab of the Background Jobs section color
coded in green. For Project Replacement jobs, you can expand the Projects Updated section to see
additional details:

uuuuuuuuuu

You can remove all completed background jobs using the Bulk Actions dropdown.

Tip: Activity listed on the Background Jobs tab will be cleared after each Tasktop upgrade.

Artifact Activities

The Artifact Activities section shows activities that are active in an integration.
Artifact Activities consist of four subcategories:

Pending: Activities that are queued up to be processed.

Processing: Activities that are currently processing.

Failed: Activities that Tasktop tried to process, but was not successful.
Completed: Activities that have completed processing.

You can take different actions on the events in these subcategories, which are outlined in the sections
below.

Activi
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Each category allows you to expand your filter options.

2 Activity

nnnnnnnnnnnn
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You can filter by search, integration status (e.g., running or stopped), integration name, or created date.

You can also filter to exclude specific text.

To do this, click the search icon and choose Exclusive in the dropdown menu. Specify the text you
would like to exclude, and only artifact activities without this text will be displayed.

Each category also allows you to take bulk actions.

63



The number of events in the summary banner will update regularly, but the list of events themselves
will need to be refreshed to show new activity. This is to avoid items unexpectedly appearing and
disappearing when you might be examining them.

AAAAAAAA

Pending

On Pending Activity, you can take the following actions:

o >> Prioritize: Prioritize this pending event in the queue.

d X Cancel: Remove this event from the pending queue. It will not be processed, though
subsequent changes to artifacts will trigger another event.

i @ Ignore: If an error is pending, you have the option of moving it to the Ignored Errors
tab. See Errors section for details.

Processing

The Processing tab shows activity that is currently processing. There are no actions that can be taken
here.

Failed

The Failed tab shows any failed activity related to specific activities that have occurred. In contrast to
the Blockers tab, failed activity here typically blocks individual artifacts rather than entire integrations,
and therefore are less severe.

You can take the following actions:

64



@ Ignore: Moves the failed activity to the Ignored list. Once ignored, it will no longer
show up in the Failed list (or in Pending), and it will not be counted in the Failed summary
counts at the top of the screen.

e X Cancel: Removes the failed activity from the list. It will not be retried, though
subsequent changes to artifacts will trigger another event.

d >> Prioritize: Prioritizes the retry of this failed activity in the queue. This option is
especially useful if you have made changes in your repository or in Tasktop that will likely
clear up the error.

® You will see this action if the event is already set to be retried, and is hence both in fa
iled and pending states simultaneously.

i + Recreate: If a previously synchronized artifact has been deleted in one of your
repositories, you have the option of recreating it from the Activity screen. This will keep
the newly recreated artifact in sync with the source artifact.

Retry: Retries the failed activity.
® You will see this action if the event is not already set to be retried.

Note: Most failed activity will automatically be retried on a gradually decreasing interval (granted
that Tasktop can locate the artifact that is to be changed). Retry-able failed activity will be retried
approximately 30 seconds after they are first encountered, and then on a gradually decreasing interval
over time.

You can see information about retries on the failed activity itself. In the example below, you can see
that the failed activity has been retried 6 times, and that it has been scheduled for processing as soon
as possible. If a failed activity will not be retried, this information will not be be relevant and hence wiill
not be displayed.

Click Download to download a .csv file containing your failed artifact activities.
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A complete list of failed artifact activities (i.e., errors) is available in the appendix.

You can find additional information on select errors in our FAQ.

Ignored

If you ignore a failed activity, it will be moved to the Ignored list, and no longer be counted in the Failed
total at the top of the screen.

Note: Ignored artifact activities must be manually retried to be resolved.

If you enable Auto retry activities below, all ignored artifact activities will be retried automatically.
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If you'd like to use the bulk action, Stop Ignoring All, you must first apply a filter to the Ignored list. This
will move all failed activities that meet your search filters back to the Failed list.

Completed

The Completed tab allows you to view all past integration activity, so that you can understand what has
successfully completed.

There are three types of Completed activities:

Created Artifact: \When a new target artifact is created in a repository

Updated Artifact: When an existing artifact is updated in a repository

Associated Artifacts: When existing artifacts are auto-matched, and therefore associated with
one another. Currently this is only supported for containers, when utilizing Container Matching fo
r a Work Item + Container Mirroring synchronization integration.
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You can click the drop down arrow on each activity to see more details on the activity that has
occurred.

If past activity is indicating that a new artifact was created, you'll see that the Original Values listed are
blank, and that the Activity type is Created Artifact as opposed to Updated Artifact.

If you'd like to filter your results, you can use the search box.

Additionally, you can click Filters to expand filtering options. You can use the integration filter to filter
by integration, or the date filter to filter by a fixed date range or by a set number of days in the past
(which will dynamically update your results as days pass).

You can use Bulk Actions to refresh, or remove all artifact activities that meet your filters. If you have
not configured any filters, all completed artifact activities will be refreshed or removed.

Test Case Datect

Click Download to download a .csv file containing your completed artifact activities.
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i. Note: Tasktop will store up to 100,000 entries on the Completed screen. Once 100,000 entries are
met, older entries will be deleted as new entries come in. You can also opt to clear your entries when
approaching 100,000 to have better visibility into more recent completed artifact activities.

Artifact Pairs

! If using a Keycloak installation, please follow the instructions here to enable full functionality of
this feature.

The Artifact Pairs tab allows you to view and manage artifact associations so you can promptly address
problems related to specific artifact pairs.

Note: For each artifact that is displayed, there is no directional information involved with the pair (i.
e., Tasktop does not display which artifact is source or target) — this tab only shows the artifact
association.

.........

Synchronizing Artifact Pairs

Rather than synchronizing the full collection of artifacts in an integration, Tasktop allows you to
synchronize a single artifact pair.

Click Sync now to synchronize an artifact pair.

Tip: If you'd like to synchronize multiple artifact pairs, refer to the section below.
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A pop-up will appear prompting you to select the artifact from which you'd like to initiate the
synchronization.

A You are about to synchronize the artifact pair

Please read the i y before p!

The 'Sync Now' option will initiate the synchronization based on the following
selection:

O Initiate synchronization from source artifact: DF-2 [4
O Initiate synchronization from target artifact: 4053466 [

Cancel l

Viewing Artifact Pair Details

! If using a Keycloak installation, you must follow the instructions here before you can proceed.

If you'd like to view the details of an artifact pair, click the ellipses and select View Details.

Tip: The View Details option may not appear if there is missing information on either side of the
artifact pair (e.g., if a collection or repository is deleted on either side of the pair).

i. Note: The artifact summary may not appear if using a custom string field as the summary field.

A pop-up will appear with a table of field values belonging to the artifact pair. Any greyed out area
represents the source field in a unidirectional mapping.

Note: Each row in the table corresponds to a field mapping. For more complex mappings such as one-
to-many, each field mapping will remain in a single row.
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O Only show fields with different values

o 4053457 (% @ oF2(%

Resolved Reason (Single Select) Reason (Single Select)

No value present Additionl Info Needed

Tite (String) ‘Summery (String)

User locked out of account User lockad out of account

Description (Rich Toxt) Description (String)

Upon attempting to update the user password, we received an | Upon attempting to update the user password, we received an
~ locking the. acoount locking th account

Soverty (ingle Select) Soverity (Single Select)

3- Medium Average

Priorty (Single Select) Priorty (Single Seloct)
4 Medium

State (Single Select) Status (Single Select)

New Now

Assigned To (Person) Assigned To (Persan)

No value present Novalue present

Within the pop-up, you can initiate synchronization of the pair by clicking Sync Now.

Sync now

O Only show fields with different values

bq 4053457 [4 @ bF2204

Resolved Reason (Single Select) Reason (Single Select)

No value present Additional Info Needed

Title (String) ‘Summary (String)

User locked out of account User locked out of account

Description (Rich Text) Description (String)

Upon attempting to update the user password, we received an Upon attempting to update the user password, we received an
invalid credentials error ~ locking the user out of their account. invalid credentials error - locking the ser out of their account.

Severity (Single Select) Severity (Single Select)

3-Medium Average

Priority (Single Select) Priorty (Single Select)
4 Medium

State (Single Select) Status (Single Select)

New New

Assigned To (Person) Assigned To (Person)

No value present No value present

If you'd like to find a field and many details exist, you can use the search box in the upper left corner to
find a specific field.

_ Note: The search option within the pop-up will only search for fields and not values.

O Only show fields with different values.

bq 4053457 4 @ DF220%

Resolved Reason (Single Select) Reason (Single Select)

No value present Additional Info Neoded

Tile (String) ‘Summary (String)
User locked out of account User locked out of account

Description (Rich Text) Description (String)

Upon attempting to update the user password, we received an Upon attempting to update the user password, we received an

invalid credentials error ~ locking the user out of their account. invalid credentials error - locking the user out of their account.

Severity (Single Select) Severity (Single Select)

3-Medium Average

Priority (Single Select) Priority (Single Select)
4 Medium

State (Single Select) Status (Single Salect)

New New

Assigned To (Person) Assigned To (Person)

No value present No value present
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Deleting Artifact Pairs

! If using a Keycloak installation you must follow the instructions here before you can proceed.

If you'd like to delete an artifact pair, click the ellipses located in the right corner of the artifact pair and
select Delete.

Tip: To delete multiple artifact pairs, refer to the section below.

sssssssss

A pop-up will appear confirming you'd like to proceed.

i Note: Artifact pairs will be stored indefinitely unless deleted. Deleting an artifact pair will remove all
associations from the database, which may result in duplicate artifacts if change detection picks up the
deleted artifact again.

A petcte artitact pair

Please read the following message carefully before proceeding.
This will delete your artifact palr.

Deleting this pair will cause Tasktop Integration Hub to remove the association stored between the corresponding artfacts
in this integration. This could result in duplication of artifacts in your repositories in the future.

Are you sure you want to delete?

O I understand that deleting the artifact pair will remove the associations Tasktop Integration Hub stores between

corresponding artifacts and could cause unexpected artifact duplication in the future.

Note: Deleted pairs are logged under a file named del et ed- pai rs. | og in the Support and Usage
Reports . If you're unsure if an artifact pair has been deleted, you can revisit the log file to confirm.

Filtering Artifact Pairs

If you'd like to filter your artifact pairs, you can use the search box to refine your results by ID or
summary. Additionally, you can expand your filter options by clicking Filters.

& Activity

Using expanded filters, you can filter by integration.
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Bulk Actions

You can also take bulk actions like synchronizing or deleting multiple artifact pairs.

i. Note: If too many artifacts are created, this may cause many artifact events to be created — resulting
in an influx of pending events that may delay subsequent processing. Please proceed with caution.

Click Bulk Actions and then click @ Select ... to select the artifact pairs you'd like to synchronize or
delete.

Once the pairs are selected, the option to synchronize or delete selected pairs will be enabled.

i. Note: Conflicts may occur as Tasktop will generate events for both artifacts within the pair. Please
refer to the conflict resolution strategy configured within your integrations.

nnnnnnnnn
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If you'd like to use the bulk option Sync All Now, you must first apply a filter to the Artifact Pairs list.
This will move all artifact pairs that meet your criteria back to the Artifact Pairs list where you can bulk
synchronize them.

To do this, click Sync All Now.

Note: This option will only appear when filters are configured or search text is entered.

uuuuuuuuuuuuuuuu

,,,,,,,,,

A pop-up will appear confirming you'd like to synchronize all selected pairs. Click Sync Now to
synchronize the artifact pairs.

&2 You are about to synchronize artifact pairs now

Please read the ing y before pi

The 'Sync All Now' option will initiate the synchronization of the artifact pairs
from both sides. If you select this option, data conflicts may occur. Please refer
to the conflict resolution strategy per integration to control how data conflicts will
be resolved.

Are you sure you would like to continue?

Exporting Artifact Pairs

This functionality should only be used under the guidance of Tasktop support.

You can also migrate artifact pairs from an On-prem instance to a cloud instance using the export
functionality.

Before you Begin
Before using this feature, please ensure that the following requirements are met:

1. To use this feature, you must be enabled for access by Tasktop support.
2. The On-prem instance should be upgraded to the latest (major) version that matches the Cloud
instance.

Note: This ensures that the artifact handles from the On-prem instance are compatible with
the Cloud instance.
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3. The Cloud instance should have the same repositories, integrations, collections, and field
mappings configured.

4. If using a Keycloak version of Hub, the user logged in must be a TasktopAdmin user.

You must be on an On-Premise instance (export cannot be enabled from a Cloud instance).

6. Before exporting, it is recommended to stop all other integrations as you may encounter
performance issues that could impact running integrations and the export.

o

To begin exporting your artifact pairs, navigate to the Artifact Pairs tab on the Activity Screen.

CEEED
2 Activity

2 Activity

A pop-up will appear where you can select the integrations from which you'd like to export artifact
pairs.

_ Note: Only artifact pairs from work-item synchronization integrations can be exported.
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After selecting the integration you'd like to export, click Export and a .zip file will be generated with a .js
on file containing all the artifact pairs.

During Export
Upon export, the selected integration will be disabled and no artifacts will be processed.

If the integration is in the middle of processing artifact events, the export will not start until the artifact
events have finished processing. If the event cannot finish processing within the specified time limit, an
error will appear alerting you to manually disable the integration before exporting the integration.

Note: Only one import and one export can occur simultaneously.

If you encounter any issues upon exporting your artifact pairs, please reach out to Tasktop support.

Importing Artifact Pairs

i. Note: If you do not stop the exported integration before importing into the cloud instance, you may
encounter duplicate artifacts.

After extracting the exported .zip file, you can import the .json file in the Advanced tab on the Settings
screen.

Click Import in the Import Artifact Pair Information section.

A pop-up will appear where you can select the target integration and the exported .json file containing
all the artifact pairs.
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After you've selected the target integration and source file, click Upload to import your artifact pairs.

If you encounter any issues upon importing your artifact pairs, please reach out to Tasktop support.
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Errors on Activity Screen

You can find details on some specific error messages in our FAQ (in the Troubleshooting section) and in
our connector pages (for connector-specific errors). We've also outlined errors below which require
specific steps in the Tasktop UI.

Repository collection project cannot be found

This error message is usually caused by a project type being deleted or renamed in the repository, but
can also be caused by other problems, such as a change in user permissions within the repository, or
moving the project to a new domain within that repository.

To resolve this error, go to the Collection configuration screen. Here, you will see a message alerting
you to the fact that previously selected project(s) cannot be found in the repository.

Note: You may not see the alert message on the Collections screen until Tasktop's cache refresh
occurs. To 'force' the message to appear, click 'Manage Projects' and then refresh the project
schema. This will cause the alert to appear.

ITASKTOP egm o

======

You can click the 'x' to remove any projects which do not have valid replacements, or click the 'Manage
Invalid Projects' button to select replacement projects.

Note: If you remove a invalid project (instead of replacing it via the 'Manage Invalid Projects' button)
and then add its replacement to the collection later, you risk creating duplicate artifacts. Project
replacements should always be executed via the 'Manage Invalid Projects' button, and all project
replacements should be done at the same time.
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DEFAULT - OnineStoreRequr.. % | DEFAULT - Transaction Proces... x

@ Manage Projects

After clicking 'Manage Invalid Projects,' you will see the '‘Manage Invalid Projects' picker, where you can
search for available project replacements:

I © Manage Invalid Projects C Refresh I
[
© Select an inv n the left and an available project on the right. Click the ‘Replace’ button to confirm that the

9 selected available project should replace the selected invalid project

Invalid Projects (2) Available Projects (18)

Req
DEFAULT - OnlineStoreRequirements = Replace TESTING - OnlineStoreReqs

S DEFAULT - TransactionProcessingReqs TESTING - TransactionProcessingReqs

Showing 2 of 2 Showing 2 of 18

Highlight the invalid project on the left, and its replacement project on the right. Then click
'Replace.” Repeat the steps for any invalid projects you'd like to replace, and then click 'Done.’

© Manage Invalid Projects C Refresh |

able project on the right. Click the 'Replace’ button to confirm that the

Invalid Projects (2) / Available Projects (18)
Req

DEFAULT - OnlineStoreRequirements = Replace TESTING - OnlineStoreReqs

DEFAULT - TransactionProcessingReqs TESTING - TransactionProcessingReqs

Showing 2 of 2 Showing 2 of 18

You will be prompted to save your collection in order to apply the updates (note that until the
collection is saved, the invalid project names may display).
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You will get a pop-up message warning you that the integrations associated with this collection cannot
be used until the project update is complete:

This will update: Micro Focus (HPE) ALM Defects.
The following actions on related items will also be taken:

« Micro Focus (HPE) ALM Defects (Collection) will be updated. Tasktop's
operational data will also be updated with the provided project
replacements. Until this operation is complete, integrations associated
with this collection cannot be used.

Are you sure you want to continue?

Cancel m

You can view progress for your project replacements on the Background Jobs tab of the Activity screen.

In-Application Errors

There are some scenarios where you may see an error message within the application itself, rather than
on the Activity Screen.

External Database Error

If you have exported your Tasktop configuration information to an external database (see information h
ere), and your database is not reachable, you will notice that your configuration elements (i.e.
repositories, collections, integrations, etc.) will not be visible, and an error message will appear. To
resolve this error, please ensure that your external configuration database is online.

% Landscape S it + New Inegration
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Support and Usage Reports

Overview

In cases where the Activity screen is not enough to resolve a problem, a Support and Usage Report is
available to provide additional information.

The Support and Usage Report can be downloaded from the Help screen.

To download, click the Download Support and Usage Report link in the System Information section on
the Help screen.

IFaskToP

@ Help
Leam about getting help and providing feedback.

Help
See the Tasktop Integration Hub User Guide for detailed information.

Data Transformations Screen
Leam about which data transformations are available between different field types within Tasktop Integration Hub. Data transformations enable Tasktop
1o transfer data across different fields and field types. For a matrix of supported data transforms between field types, see the Data Transformations.
Screen.

Additional Resources

For additional resources and support, go to the Tasktop Resource Center.

REST API

The Tasktop application provides REST AP for retrieving platiorm errors. See the REST API documentation for details.

System Information
Build 18.2.0.20180320-6268 cetats

& Download Support and Usage Report for Tasktop support

& Download Customer Usage Report \

3rd Party Trademark Notice

Al third party trademarks (including logos and icons) referenced by Tasktop remain the property of thei respective owners. Unless specifically identified
as such, Tasktop's use of third p foes not indicate fonship, sponsorship, or Tasktop and the owners of

these trademarks. Any refe by Tasktop to third party is to identify the third party goods andlor services and shall be
considered nominative fair use under the trademark law.

3rd Party Trademark Notica

Upon downloading, you can specify how many days of log files you'd like to include in the Support and
Usage Report.

- Note: The default value for this field is set to 30 days.

A vouare about to download a support and usage report

Please read the following message carefully before procesding.
This will download & support and usage report

The report you are about to download contains informatien that is confidential andior sensitive to your company and may
contain persenally identifying informatien of your users.

Pleasa take the nacassary precautions per your company guidelines and lagal obligations to safaguard this information

To limit the amount of canfidential and/or sensitive information, please ensura your extensians dont contain secrets, but
instaad use a Confidential Key-Value Stora to store sensitiva information.

Ara you sure you want to download?

Configure Your Usage Repart

Include log fles modified in the past 30 | days.

I understand that by downloading the suppart and usage reper, | will be aceessing information that is eonfidential
andior sensitive and which may contain parsonally identifying information, which may be subject to enhanced

protections under my company's guidelines and legal cbligations.

Report Contents
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The downloaded report file is named tasktop-state-EnvironmentName-DATE-TIME.zip. Once
unzipped, there will be five folders. The folders and contents are listed below.

Note: The environment name will only appear in the file name if set in your Tasktop instance. Only
the first 80 alphanumeric, underscore, or dash characters will be included in the environment name and
all spaces will be converted to dashes.

1. activity

® issues.json
2. configuration

® configuration.json

® hub-details.json
3. crash-reports

® hs_err_pid*.log
4. logs
logs by day for past 14 days
configuration-changes.log
extensions.log
thread-dump.log
localhost.log
localhost_access_log.txt
catalina.log
tasktop-service.log
keycloak-service.log
keycloak-stderr.log
keycloak-stdout.log
5. mappings

® text file for each collection configured
6. metrics

® metrics.json
7. repository metadata

® file for each repository connection configured
8. schemas

® JSON file for each collection configured
9. usage

® usage report

® overview.json

Folder File Contents
Name

activity | issues.json = Contains issues shown on the Activity screen.

config  configurati Contains all the configuration of your application instance.
uration = on.json
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config
uration

crash-
reports
logs

logs

logs

logs

logs

logs

logs

logs

logs

logs

logs

logs

mappi
ngs

hub-
details.
json

hs_err_pid
*.log

logs

configurati
on-
changes.
log

extensions
Jog

migration-
event-
trace.log

thread-
dump.log

localhost.
log

localhost_
access_log
1xt

catalina.
log

tasktop-
service.log

keycloak-
service.log

keycloak-
stderr.log

keycloak-
stdout.log

collection-
label.txt (.

Contains details about the specific build and license of the application.

Contains log files generated when the Java Virtual Machine crashes.

A separate file is created for every day of logs — 14 days of logs are saved.

Contains details on configuration changes made in Tasktop Integration Hub,
broken out by user (if applicable) and date/time. Note that the user is
identified by their user ID, which can be found in the user administration
screen (accessible by Tasktop admins only).

Contains any logs generated when an extension is called. The extension will
write out a log whenever the console.log function is called.

Contains logs populated only when migrations are running.

Contains all Tasktop thread information at the point of time the Support and
Usage report is downloaded. This file will only be included if your Tasktop
instance has crashed or if you have forced Tasktop to close.

Tomcat's host log

Tomcat's log of requests

Tomcat's container log

Tasktop Windows service log, showing service start and stop

Keycloak Windows service log, showing service start and stop

Keycloak standard error output

Keycloak standard output

Contains information about collection mappings with transformation
identifiers from Collection to Model and from Model to Collection.
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e. jira-

defects.
txt)
metrics = metrics.
json
metrics = change-
detection-
metrics.
json
reposit = repository
ory -label.json
metad | (i.e.jira.
ata json)
schem | collection-
as label.json
(i.e.jira-
defects.
json)
usage | usage-
report.csv
usage | overview.
json
Usage Reports

Contains various metrics of the application.

Contains metrics relating specifically to integrations and change detection.

Contains repository metadata (i.e., repository version, repository timezone,
repository api rate limit, repository default pagination size, repository
additional metadata, connector timezone, repository state) for each
repository connection configured.

Contains collection schema information (i.e. the same fields that would
display on the mapping screen).

Contains details on Tasktop usage without any with personal information
included (i.e., names, e-mail addresses, etc).

Contains details such as repository versions, number of integrations,
integration routes and last processed times, number of activities (creates and
updates) by integration and repository, and number of person IDs seen by
integration and repository.

Note: Some integrations that do not have artifact associations will not have
last processed times.

Tasktop supplies a Usage Report to enable customers to review and understand their Tasktop usage.

Two reports are provided:

® A sanitized report that does not contain personal information (such as names, email addresses, or
usernames), that is part of the Support and Usage Report file

® A Customer Usage Report which contains personal information (such as names, email addresses,
and usernames), that can be used to analyze and reconcile user counts
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© Help
Leam about getting help and providing feadback:

ide for detailed information.

ailable between different field types within Tasktop Integration Hub. Data transformat
=

enable Taskop
types. For a matrix of supported data transforms between field types, see the tions.

urces and support, go to the Tasktop Resource Center.

REST API

The Tasktop application provides REST API for retrieving platform errors. See the REST API documentation for details

System Information

ferenced by Taskiop remain the property of their respective owners. Unless specifically identified
ot indicate any relationship, sponsorship, o endorsement between Tasktop and the owners of
y Tasktop to third party to identiy the party goods and shall be

th

Both reports contain the following fields:

® Tasktop Generated Person Identifier:

® This is generated to identify a person that flows between two or more repositories. If
Person Reconciliation is in effect, the users that are the same across repositories will have
the same Tasktop Generated Person Identifier. This field may be blank in scenarios where
a person existed on an artifact seen by Tasktop, but where the field that contained that
person did not flow to another repository.
Tasktop Generated Repository Person Identifier:
® This is generated for each unique person Tasktop sees within one repository. Note that
the person field does not need to flow in order to be counted here. Since this is repository-
specific, you could see two (or more) different Tasktop Generated Repository Person
Identifiers that share the same Tasktop Generated Person Identifier.
Connector:
® Tasktop's name for the connector
Repository Label:
® The name (label) supplied by the customer for the repository
Integration Name:
® The name supplied by the customer for the integration within Tasktop
Collection Project:
® The collection and project names that contain the person
Repository Fields:
® The repository fields that the person was seen on during the course of a month
Model Fields:
® The model fields mapped to the repository fields listed above
Count:
® The number of times the Tasktop Generated Repository Person Identifier was seen for the
given integration/collection/project combo in one month
Month:
® The month that the count (above) applies to

The customer-facing report also contains the following fields:

® First Name
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Last Name
Display Name
Email
Username
Repository Person ID:
® Arepository specific identifier. Some repositories provide an ID that is unique from the
username.

Note: The customer-specific fields above may be blank depending on the associated repository and
whether Tasktop has retrieved them yet (these fields are retrieved periodically).

Both reports contain data collected over a rolling 2 year span.

Logging Settings
Tasktop provides two logging levels for the logs in the support and usage reports: Normal and

Troubleshooting. Please see the Logging section of the Troubleshooting (Settings) screen for more
details on how to configure each setting.
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Error Message Appendix

The following is a complete list of error messages. Error messages are displayed on the Activity screen.
More details on specific errors can be found under Troubleshooting and in our

CCRRTT-0001E — An unexpected error occurred.

Description

An unexpected error has occurred.

User Action

Attempt to resolve error according to the specific error message.

CCRRTT-0002E — The maximum number of allowable errors
has been reached.

Description

The maximum number of allowable errors has been reached. Any errors encountered after the
maximum number will be discarded.

User Action

1. Open the errors page and resolve the listed errors

CCRRTT-0003E — The system has run out of memory.

Description

The system has run out of memory. Services have been stopped.

User Action

1. Increase the amount of memory available (see help docs).
2. Restart Tasktop Integration Hub.

CCRRTT-0005E — There is a conflicting artifact association.
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Description

The artifact association could not be imported as an existing artifact association conflicts with it.

User Action

Contact support for assistance.

Description

Data migration required to run an updated version of Tasktop Integration Hub was cancelled due to a
configuration change or because Tasktop Integration Hub was shut down.

User Action

None, data migration will be resumed automatically.

Description

Migration cannot be completed as there are errors related to disabled repositories.

User Action

1. Open the Activity page and delete all errors related to the specified repository, or
2. Navigate to the Repositories page and enable the specified repository

Description

There was a network error when attempting to communicate with a repository.

User Action
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1. Check the network connection between Tasktop Integration Hub and the repository.
2. Try connecting again later.

If the problem persists, contact your network administrator.

CCRRTT-1002E — An unexpected connector error occurred.

Description

An unexpected connector exception has occurred.

User Action

Attempt to resolve error according to the specific error message.

CCRRTT-1003E — An error occurred while executing an
operation.

Description

An exception has occurred during the execution of a connector operation.

User Action

Attempt to resolve error according to the specific error message.

CCRRTT-1004E — Connection to LDAP directory failed.

Description

An unexpected error has occurred while attempting to establish a connection with an LDAP directory.

User Action

Attempt to resolve error according to the specific error message.

CCRRTT-1005E — An unexpected error occurred while
communicating with an LDAP directory.
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Description

An unexpected error has occurred while communicating with an LDAP directory.

User Action

Attempt to resolve error according to the specific error message.

Description

The authentication state for a repository connection has expired.

User Action

Typically, the authentication state for a repository connection expires on a periodic basis and
authentication will be retried automatically. If the error persists, verify that the repository credentials
for the associated repository are correct.

Description

The project configuration is not valid. This problem is usually caused by a project and/or type being
deleted or renamed in the repository, but can also be caused by other problems, such as a change in
user permissions within the repository.

User Action

Determine the cause of the problem from the specific error message

Navigate to the referenced repository collection or artifact union

Correct the problem on the repository and then click ? Refresh Projects?, or

Remove the referenced project from the repository collection or artifact union

If a project has been renamed add the renamed project back

Ensure all related routing, filtering, and mapping configurations are valid and up to date

S N
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Description

There was an unexpected error while attempting to authenticate with a repository.

User Action

Attempt to resolve error according to the specific error message.

Description

The project configuration is outdated.

User Action

1. Identify the outdated project configured from the specific error message

2. Remove the outdated project from the associated Repository Collection or Artifact Union
3. Select ? Manage Projects? and press the ? Refresh? button

4. Add the project back

Description

The repository collection configuration is not valid. This problem is usually caused by a project and/or
type being deleted or renamed in the repository, but can also be caused by other problems, such as a
change in user permissions within the repository.

User Action

1. Go to the affected repository collection configuration page

2. If the project has been deleted, remove the referenced project from the repository collection

3. If the project has been moved, click ? Manage Invalid Projects? and select the project???s
replacement

4. Ensure all related routing, filtering, and mapping configurations are valid and up to date
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Description

The high-level container (i.e. the type of container chosen when clicking ? Manage Projects? on the
Collections screen) has changed.

User Action

Before resolving this issue, please:

1. Review and write down the current artifact routing configuration for any integrations utilizing
this collection as these must be reconfigured once the issue is resolved.

2. To ensure you understand the changes made to your collection, please navigate to the collection
and review what is now selected under ? Manage Projects.? No changes will need to be made on
this screen.

Once this issue is resolved, your artifact routing will be removed from any relevant integrations, and
need to be manually reconfigured.

Description

The artifact is locked by another user or process.

User Action

See the specific error message for details on what artifact is locked. Ensure that no other user or
process is currently using the artifact, and retry the operation.

Description

The repository connection could not be established due to an insecure connection.
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User Action

® Attempt to resolve error according to the specific error message, or
® Navigate to the specific Repository and enable the setting for allowing insecure connections

Description

The artifact union configuration is invalid.

User Action

1. Navigate to the artifact union configuration screen,
2. Correct the invalid configuration according to the specific error message

Description

The events processing for this repository may be delayed because the repository???s event rate limit is
set too low.

User Action

1. Navigate to each integration utilizing this repository and update the change detection interval, or
2. Navigate to the repository connection screen and update the event rate limit.

Description

The repository query could not be created.

User Action

1. Verify that the query has not been renamed or deleted on the repository
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2. Ensure that the repository user has sufficient permissions to access the query

Description

An integration must contain at least one route.

User Action

1. Navigate to the integration routing page
2. Add at least one route

Description

An integration must satisfy the constraints of its style. This type of error should not happen when an
integration is built using the UI.

See the detailed message for more details about the parts of the integration that are invalid.

User Action
1. Navigate to the integration page

2. Adjust the configuration to be valid (according to the messages)
3. If this integration was created via the web Ul, consider contacting support

Description

Collections used in an integration must all be attached to the same model.

User Action

1. Determine which model the integration should be using

2. Navigate to the integration and determine which collections are not using this model
3. Either remove the identified collections from the integration, or

4. For each identified collection, set the mapping to the correct model
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CCRRTT-1404E — Collection must have a mapping to a model.

Description

Repository Collections used in an integration must have a mapping to a model.

User Action

1. Navigate to the collection
2. Select a Model to create a mapping

CCRRTT-1405E — Integration must have a source Collection.

Description

An integration must have a source collection.

User Action

1. Navigate to the Integration
2. Add a collection to be used as a source

CCRRTT-1406E — Integration must have a target Collection.

Description

An integration must have a target collection.

User Action

1. Navigate to the Integration
2. Add a collection to be used as a source

CCRRTT-1408E — Integration failed to lookup artifact.

Description

An integration failed to locate the artifact to be modified. This can be caused by:
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® amissing formatted ID value on the source artifact,
® aninvalid formatted ID value on the source artifact, or
® the absence of a target collection which contains an artifact matched by the formatted ID.

See the detailed message for more details about the parts of the lookup that failed.

User Action
1. Navigate to the integration page
2. Ensure the key field is configured correctly on the field flow page

3. Ensure the data on the source artifact is correct
4. Ensure a matching artifact is contained in a target collection

Description

The filter used in the integration has become invalid.

User Action

1. Navigate to the integration filter in error.
2. Resolve each error that appears in the filter.

Description

An integration must specify a key identifier for the given collections. Key identifiers are used to
determine how to locate artifacts in a target collection. They do this by specifying the field on the
source model that contains the target artifact formatted id.

User Action

1. Navigate to the integration page
2. Select the two collections missing a key identifier
3. Navigate to the field flow page and configure a key identifier
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Description

All specified routes of an integration must be configured.

User Action

1. Navigate to the integration routing page
2. Configure all routes which require configuration

CCRRTT-1412E — Integration has a conditional route with
invalid configuration.

Description

The conditional routing configuration of the integration has become invalid.

User Action

1. Navigate to the integration route in error.
2. Resolve each error that appears in the routing configuration.

CCRRTT-1413E — Collection has invalid repository query.

Description

The repository query used in the collection has become invalid.

User Action

1. Navigate to the collection.
2. Resolve the error by selecting a different repository query.

CCRRTT-1414I — Tasktop Integration Hub is currently
updating its operational data for this integration.

Description

Tasktop Integration Hub is currently updating its operational data for an integration.
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User Action

1. Wait for the data to be updated.

Description

The artifact routing for this integration is invalid because a route endpoint no longer exists, or cannot
be routed to (i.e. a more specific route endpoint must be selected).

User Action

1. Navigate to each collection participating in the integration to review what is now selected under
‘Manage Projects.’

2. Navigate to each integration and reconfigure the artifact routing. Once the routing is valid, this
issue will clear.

Description

The twinless artifact update for this integration is invalid.

User Action

1. Navigate to the twinless update configuration for this integration.
2. Resolve the error according to the specific error message.

Description

An Enterprise Data Stream Integration must reference a single SQL collection.

User Action
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® Select a SQL Collection for the target of the Integration that is in error.

CCRRTT-10005E — Enterprise Data Stream Integration must
have a source Collection.

Description

An Enterprise Data Stream Integration must reference at least one Collection to be used as a source of
artifacts.

User Action

Select a source Collection for the Integration that is in error.

CCRRTT-10006E — Enterprise Data Stream Integration target
Collection must have appropriate mapping.

Description

An Enterprise Data Stream Integration???s data Collection must be mapped to a model. This
corresponds to the model desired to be reported on.

User Action

Add mappings for the Collection used in the Enterprise Data Stream Integration.

1. navigate to the Collection
2. add a mapping to a model

CCRRTT-10007E — Enterprise Data Stream Integration source
Collection must provide the correct model.

Description

An Enterprise Data Stream Integration source Collection must be mapped to the same model as the
target Collection.

User Action
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Add relationship to the model for the source Collection used in the Enterprise Data Stream Integration

1. navigate to the Integration
identify the model of the target Collection
3. navigate to the source Collection in error, and ensure that its model matches the model of the
target Collection
® if the source collection is a Repository Collection, add a mapping to the corresponding
model
® if the source collection is a Gateway Collection, ensure its model is set to the
corresponding model

N

CCRRTT-10008E — Enterprise Data Stream Integration target
Collection must have exactly one project.

Description

An Enterprise Data Stream Integration???s Collection must have exactly one project.

User Action

1. Navigate to the Collection
2. Ensure it has exactly one project which corresponds to the database table

CCRRTT-10009E — Enterprise Data Stream Integration is
missing required column.

Description

An Enterprise Data Stream SQL Collection???s underlying database table is missing a required column.

User Action

Add the required column to the underlying database table. See error message for missing column id.

CCRRTT-15002E — Integration services cannot be started due
to a problem with the license.

Description
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Tasktop Integration Hub integration services cannot be started due to a problem with the license. This
problem can be caused by running the software without a license, using features that are not included
in the installed license, or by having an invalid or expired license.

User Action

This problem can be resolved by installing a valid license using the following steps:

1. Obtain a valid license by contacting the Tasktop Support Center
2. Navigate to the settings page

3. Press the Apply New License button under License

4. Paste in the license text and press Save

Description

The repository connection cannot be used because connections to repositories of this type are not
enabled by the license.

User Action

This problem can be resolved by installing a valid license using the following steps:

1. Obtain a valid license by contacting the Tasktop Support Center
2. Navigate to the settings page

3. Press the Edit button under License

4. Paste in the license text and press Save

Description

The integration cannot be used because conditional field flow configurations exist in this integration
but are not enabled by the license.

User Action

Perform one of the following:

® Remove the conditional field flow from the integration
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® Contact the Tasktop Support Center to obtain and install a license that includes the conditional
field flow feature

CCRRTT-15013E — Artifact unions are not licensed.

Description

The collection cannot be used because mappings using a field from an artifact union exist within this
collection but are not enabled by the license.

User Action

Perform one of the following:

® Remove the mappings using a field from an artifact union from the collection
® Contact the Tasktop Support Center to obtain and install a license that includes the artifact
union feature

CCRRTT-16001E — Services cannot be started until Tasktop
Integration Hub security has been initialized.

Description

Tasktop Integration Hub integration services cannot be started because secure password storage has
not been configured and initialized.

User Action

1. Navigate to the Settings page
2. Specify the Master Password under Secure Password Storage

CCRRTT-16002W — The Tasktop Integration Hub services
restart is taking longer than expected.

Description

The Tasktop Integration Hub services restart is taking longer than expected.

User Action
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Wait for the Tasktop Integration Hub services to restart and this issue will be removed
automatically.

If the Tasktop Integration Hub services do not restart (this issue is still present) after 30 minutes,
please contact the Tasktop Support Center for assistance: ? https://links.tasktop.com/support?.
Do not restart Tasktop Integration Hub without assistance from support

Description

The mapping cannot be applied since the mapping is not valid for the artifacts in the current context.

User Action

1.
2.
3.

Determine the source of the problem from the specific error message
Either update the mapping to match the artifacts and model in use, or
Update the corresponding artifact schema to match the mapping, for example by changing a field

type

Description

The collection model mapping is not valid due to inconsistencies between the collection schema, the
model schema and the mapping.

User Action

PwWDNPE

Determine the cause of the problem from the specific error message

Navigate to the mapping

Update the mapping to match the collection and model in use, or

Update the corresponding collection artifact schema to match the mapping, for example by
changing a field type, or

Update the model to match the mapping, for example by adding a field, or changing a field type

Description
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An artifact could not be updated or created because one or more of its values are not valid. See the
specific error message for details.

User Action

1. Identify the fields and values that are in error from the specific error message

2. Correct the source data, either by

updating the source artifact, or

by making changes to the mapping, or

by making changes to the target system so that the provided data is valid, or
by providing a new artifact via a Gateway Collection

Description

Artifact cannot be processed since it is currently in use. This temporary problem occurs when Tasktop
Integration Hub attempts to process changes to an artifact concurrently.

User Action

This error will resolve itself automatically, no user action required.

Description

The field flow configuration is not valid due to inconsistencies between the the model schema and the
field flow.

User Action

Determine the cause of the problem from the specific error message
Navigate to the integration

Select the collection pair

Navigate to the field flow

Update the field flow to match the model in use, or

Update the model to match the field flow, for example by adding a field

S e o
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CCRRTT-17006E — Artifact was created but some values
could not be set.

Description

An artifact was created by an integration but some values on the artifact could not be set.
The resulting artifact has some field values that may not be correct.

User Action

1. Determine the cause from the specific error message
2. Either retry the corresponding activity, or
3. Verify the state of the created artifact and manually adjust values as necessary

CCRRTT-17007E — Conflict resolution strategy is invalid.

Description

The conflict resolution strategy configuration is invalid.

User Action

1. From the integration, navigate to the conflict resolution strategy
2. Select an option for the conflict resolution strategy

CCRRTT-17008E — Artifact could not be processed as it did
not meet any of the configured conditions on the Conditional
Artifact Routing page.

Description

Artifact could not be processed as it did not meet any of the configured conditions on the Conditional
Artifact Routing page.

User Action

® Update the conditions configured on the Conditional Artifact Routing page to ensure the
artifact???s field value is accounted for, or
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® Update fields on the artifact to ensure that it meets the conditions set on the Conditional
Artifact Routing page, or

® Update specification for handling artifacts not matched by conditions configured on the
Conditional Artifact Routing page to ? Ignore? or ? Default Route? instead of ? Error?.

Description

An extension provided invalid values when attempting to transition an artifact.

User Action
1. Identify the extension that produced invalid values

2. ldentify the fields and values that are in error from the specific error message
3. Modify the extension to produce a valid transition

Description

An extension attempted to transition an artifact with the same transition more than once.

User Action

1. Identify the extension from the error message
2. Modify the extension to avoid repeated transitions of the same type for an artifact

Description

An extension completed with an error. See the specific error message for details.
Extensions complete with errors for one of two reasons:

® the extension intentionally raised an error, for example to indicate that a business rule was not
satisfied
® the extension itself has an error in its implementation

User Action
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1. Determine from the specific error message the cause of the error
2. Either modify the extension to prevent the error from occurring, or
3. Modify the source or target artifact to satisfy the condition that caused the error

Description

A state transition extension is configured in a collection that has no model fields selected.

User Action
Either disable the state transition of the collection or select model fields for the state transition.
To select the fields for the state transition:

1. navigate to the collection
2. navigate to the collection state transitions via the ? Configure State Transition? link
3. add the model fields required by the state transition in "State Transition Fields"

To disable state transitions in the collection:

1. navigate to the collection
2. navigate to the collection state transitions via the ? Configure State Transition? link
3. select ? None? for "State Transition"

Description

One or more relationship links could not be resolved as part of a synchronization.

This problem occurs when two artifacts that link to each other are synchronized out of order.
This commonly occurs when one artifact (A) links to another (B), but the linked-to artifact B has not yet
been synchronized.

When the copy of artifact A (A") is created in the target repository, a link to a copy of B (B') cannot be
created at that time since B' has not yet been created.

This problem usually resolves itself once B' is created; the link from A’ to B' is created once B' becomes
available.
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User Action

® None; wait for the error to be resolved automatically, or
® Remove the unresolved link from the artifact being synchronized

Description
One or more relationship links could not be resolved as part of a synchronization.

This commonly occurs when one artifact (A) links to another (B), but the linked-to artifact B has more
than one corresponding copy in the target repository. This can be caused by having separate
synchronization integrations that cause B to be copied into the target repository.

User Action

Remove the link from A to B, or
Use the Artifact Pairs tab on the Activity page to delete any invalid or outdated associations

involving B, or
® Remove any unnecessary synchronization integrations which can affect B

Description

An unexpected error occurred when creating the artifact. The artifact may or may not have been
created.

User Action

1. Do not retry the event without guidance from Tasktop Support,
2. Contact the Tasktop Support Center for assistance: "https://links.tasktop.com/support”
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Description

The repository does not support artifact creation.

User Action

1. Navigate to the corresponding integration,
2. Disable artifact creation flow into the specified collection,
3. Remove all routes flowing into the specified collection.

Description

A state transition extension is configured in a collection that requires fields that are not configured in
the model.

User Action

Either remove the missing fields in the state transition configuration, or ensure that the model has the
required fields.

To add the fields to the model:

1. navigate to the model
2. add the fields

To change the required fields of the state transition extension from the collection:

1. navigate to the collection
2. navigate to the collection state transitions via the ? Edit state transition? link

3. modify the list of model fields

Description

The work item artifact could not be synchronized due to a missing or invalid route.
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User Action

1. Verify which container this artifact is in in the repository, and ensure that either that container or
one of its ancestors has been configured as part of a mirrored container structure; or

2. Ensure that a route has been created for the container in which this artifact originates in the
work item integration; or

3. Ensure that the target container has not been deleted. If it has, and if an error exists for it, re-
create the container on the Errors screen. To ensure you see an error for the deleted container,
make a change to the still-existing corresponding container in the other collection.

Description

The artifact could not be synchronized because the target container could not be found.

User Action

1. No action needed, the synchronization should be fixed automatically when the containers
synchronize.

Description

A transition was attempted on an artifact but an error resulted.
The artifact may be in an incorrect state.

User Action

Either address the cause from the specific error message, or disable/reconfigure the state transition of
the collection.

1. If the specific error message has a cause, verify the state of the target artifact and manually
adjust values as necessary

To disable/reconfigure state transitions in the collection:
1. navigate to the collection

2. navigate to the collection state transitions via the ? Configure state transition? link
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3. adjust the relevant state transitions

Description

The container associated with the parent container of this artifact could not be found.

User Action

® |If the parent container is configured in a route, update the routing configuration to use an
existing container

® |f the parent container is synchronized by an integration, update the parent container to
generate an event for the parent container, and use the ? Recreate Artifact? action

Description

For the artifact pair import to succeed, the associated integration must be running.

User Action

® Run the integration associated with the artifact pair file.

Description

An error occurred when processing the output of an extension. See the specific error message for
details.

User Action

1. Determine from the specific error message the cause of the error
2. Either modify the extension to prevent the error from occurring, or
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3. Modify the source or target artifact to satisfy the condition that caused the error

Description

Field value configuration required. The field type for a field in your integration has changed and its field
values must be re-mapped.

User Action

Navigate to the appropriate collection (linked above)

Go to Field Mapping screen

Click ? Configure? next to any fields with a ? 1? icon

Map the field values and save

Important; Remove this issue to re-enable the integration

ok wh e

Description

The comment flow configuration is not valid. This can happen if a repository???s comment visibility
support has changed.

User Action

1. From the integration, navigate to the comment flow
2. Configure the comment flow as desired

Description

The Conditional Field Flow configuration is not valid. This can happen if either a field or value is not
resolvable in the model schema.

User Action

1. From the integration, navigate to the Field Flow
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2. Configure the Conditional Field Flow so that all fields and values configured in the conditions are

in the respective model used.

Description

The test step model mapping is not valid due to inconsistencies between the test step schema, the test
step model schema and the mapping.

User Action

PwWDdDPRE

Determine the cause of the problem from the specific error message

Navigate to the test step mapping

Update the mapping to match the collection and model in use, or

Update the corresponding test step schema to match the mapping, for example by changing a
field type, or

Update the test step model to match the mapping, for example by adding a field, or changing a
field type

Description

The time entry model mapping is not valid due to inconsistencies between the time entry schema, the
time entry model schema and the mapping.

User Action

PwWDdDPE

Determine the cause of the problem from the specific error message

Navigate to the time entry mapping

Update the mapping to match the collection and model in use, or

Update the corresponding time entry schema to match the mapping, for example by changing a
field type, or

Update the time entry model to match the mapping, for example by adding a field, or changing a
field type

Description
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Configuration delta table is unavailable as it is being migrated. This temporary problem may occur when
a user attempts to access the list of configuration changes before the migration completes shortly after
an upgrade.

User Action

The configuration delta table migration will complete as a background job, no user action required.

CCRRTT-17031E — Failed to transform imported configuration
change.

Description

Failed to transform imported configuration change into change applicable for this instance due to
missing elements.

User Action

Create the required missing elements before re-importing the configuration change.

CCRRTT-20000E — No integration is listening to the Gateway
Collection.

Description

A Gateway Collection has been used, but the collection is not configured as a source in an integration.
The payload has been lost.

User Action

1. Use the Gateway Collection in an integration, or
2. Stop pushing to the collection (from the external source)

CCRRTT-20004E — Relationship fields of a Gateway Collection
must be configured to specify the related repository.

Description
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A Gateway Collection must configure the Relationship(s) fields to associate them with the repository
having referenced artifacts.

User Action

1. Navigate to the Gateway collection
2. Locate the ? Relationship Field Configuration? section in the Ul
3. For each field, select the repository that is associated with that relationship.

CCRRTT-20005E — Gateway collection must have a model.

Description

A Gateway Collection must have a model configured.

User Action

1. Navigate to the Gateway collection
2. Select a model and save the changes

CCRRTT-20006E — Gateway Collection cannot be used with
the configured payload transformation extension due to a
restriction in the license.

Description

A gateway collection has been configured with a payload transformation extension, which is not
permitted by the current license.

User Action

Perform one of the following:

® Delete the offending gateway collection
® Remove the payload transformation extension from the offending gateway collection

CCRRTT-20007E — Gateway collection must use a token.

Description
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A Gateway Collection must use a token.

User Action

1. Navigate to the Gateway collection
2. Generate a token and save the changes

CCRRTT-21001E — An unexpected error occurred while
sending an email.

Description

An error occurred while attempting to send an email.

User Action

1. Verify that the email settings are specified correctly in the settings
2. Attempt to resolve error according to the specific error message

CCRRTT-21002E — Failed to authenticate with the email
server.

Description

The mail server rejected the client connection because it was not able to authenticate.

User Action

1. Verify that the email settings are specified correctly in the settings
® Double-check the email server hostname and port
® Double-check the email server credentials

2. Attempt to resolve error according to the specific error message

CCRRTT-22001E — Artifact Association records with unknown
Artifact Handles found and deleted during upgrade.

Description
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During database upgrade, one or more associations were discovered to have an invalid reference. The
records that reference nonexistent associated records were logged and deleted.

User Action

Do not cancel this error or run the associated integration without consulting Tasktop Support. (https://li
nks.tasktop.com/support)

Description

An unexpected error has occurred. Check the specific error message for details.

User Action

Check the specific error message for details of the failure. If possible correct the problem described in
the error message, or contact your administrator for assistance.

Description

The entity was not found because the entity no longer exists on the server.

User Action

Ensure that the provided entity id is correct, and if not correct the id and try again.

Description

The data provided was not valid. See the specific error message for details.

User Action

Correct the problem described in the specific error message and try again.
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CCRRTT-30003E — The connector kind was not found.

Description

The connector kind was not found.

User Action

Ensure that the connector kind is specified correctly and try again.

CCRRTT-30004E — The request entity was not valid JSON.

Description

The request entity was not valid JSON.

User Action

Ensure that the request payload is formatted as a valid JSON entity and try again.

CCRRTT-30005E — Secure password storage must be
Initialized.

Description

Secure password storage has not been initialized.

User Action

Configure secure password storage via the settings page.

CCRRTT-30006E — Error communicating with {0} repository.

Description

Error connecting to repository. See the specific error message for details.

User Action
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Check the specific error message for details of the failure. If possible correct the problem described in
the error message, or contact your administrator for assistance.

Description

The request MIME attachment could not be accepted either due to a bad request or an 1/0 failure.

This problem can be caused by insufficient disk space or lack of write permissions in the Tasktop
Integration Hub application temporary directory.

User Action

1. Verify that the temporary directory of the Tasktop Integration Hub application is writable,
® The Tasktop Integration Hub application must have write permissions to the directory
® The directory must have sufficient available space

2. Try again

Description

Tasktop Integration Hub has been stopped due to unrecoverable errors. See error log for more details.

User Action

Correct the problem described in the specific error message and restart.

Description

The configuration database is unavailable.

User Action

119



Ensure the configuration database is online and can be reached and ensure Tasktop Integration Hub???
s database settings are correct.

Description

The provided connection settings are not valid. See the specific error message for details.

User Action

Correct the problem described in the specific error message and try again.

Description

The configuration database is locked for maintenance and cannot be used.

User Action

Wait for the ongoing maintenance to complete.

Description

The Configuration database is in use by another instance of the application.

User Action

If this is the Tasktop Integration Hub instance which should be running, then shut down any other
instances of Tasktop Integration Hub using the same database and restart this instance. Otherwise shut
down this instance of Tasktop Integration Hub.
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CCRRTT-30013E — Temporary error communicating with {0}
repository.

Description

Temporary error connecting to repository. See the specific error message for details.

User Action

Retry your action. If the problem persists, contact your administrator for assistance.

CCRRTT-30014E — Error communicating with repository.
Insecure connections are not allowed.

Description

The repository connection could not be established due to an insecure connection.

User Action

® Attempt to resolve error according to the specific error message, or
® Navigate to the specific Repository and enable the setting for allowing insecure connections

CCRRTT-30015E — Deployment configuration error.

Description

Configuration applicable to the current deployment is incomplete or invalid.

User Action

Contact Tasktop customer support.

CCRRTT-30016E — Unauthorized user error.

Description
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The current user is not authorized due to a restriction in the license.

User Action

Contact your Tasktop Integration Hub administrator.

CCRRTT-30017E — The license is expired.

Description

Tasktop integration services cannot be started because the current license has expired.

CCRRTT-30018E — No license has been configured.

Description

Tasktop integration services cannot be started because the no license has been configured.

CCRRTT-30019E — The application is currently starting up.

Description

The application is starting up and cannot be accessed at this time.

User Action

Wait for the application to finish starting up

CCRRTT-30020E — An error occurred when reading the
database connection settings.

Description

The connection settings for the operational database are inaccessible.

User Action

Ensure the tasktop-db.json file is correctly formatted and the Tasktop Integration Hub user has
permission to read it.
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Description

The history page is not available before the necessary data migrations are complete.

User Action

Wait for the migrations to complete.

Description

The repository connection will be disabled until it is manually enabled.

User Action

® Enable the repository connection manually on the Repository Connection page, or
® Leave the repository connection disabled and ignore this warning

Description

Changes to an artifact cannot be propagated to the corresponding artifact in the alternate repository of
a synchronization integration since the target artifact has been removed.

User Action

® Use the ? Recreate Artifact? action to have Tasktop Integration Hub recreate the artifact that was
deleted in the end system and associate it with the still-existing artifact in the other repository
(putting them in sync with one another), or

® Delete the associated artifact, or
® Move the associated artifact out of its collection such that the artifact is no longer synchronized,

or
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® Apply an artifact filter to ensure updates to the artifact will not be synchronized. To do so, make
sure the artifact does not meet the filter criteria specified and make sure to configure the filter to

apply to artifact updates

Description

A field conflict was detected when synchronizing artifacts. A field conflict occurs when the value of a
field that is set to flow bidirectionally conflicts across your repositories.

The synchronization of these artifacts was halted with an error because a conflict resolution strategy of
? Error Upon Conflict? was configured and the system was unable to propagate
the value from either artifact without overwriting a change from the other artifact.

User Action

® Change the conflict resolution strategy to have one of the repositories dominate in case of a

conflict, or
® Manually change the conflicting value on at least one of the artifacts such that there is no longer

a conflict, or
® Change the field flow of the affected field to be unidirectional (in which case a conflict is not

possible)

Description

A conflict was detected when synchronizing artifact containment. A conflict occurs when one or more
containers of synchronized artifacts is changed for both artifacts.

User Action

® Change the container of one or both artifacts to its original value or
® Change the conflict resolution strategy to have one of the repositories dominate
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Description

Unable to find a new value for an unchanged dependent field.

User Action

® From the error message find the field that the field in error depends on
® In the repository add a value with the same label as the one provided in the error message

OR
® Change the field that the field in error depends on back to its original value
OR

® Remove the mapping for the field that the field in error depends on

Description

Multiple matching containers were found when attempting to match containers.

User Action

Disable container matching in the container mirroring configuration, or

Rename the containers such that only one container matches, or

Change the container matching configuration to choose the first matching container, or
Change the container matching configuration to match containers differently

Description

The integration cannot be started because a required Relationship field cannot be resolved.

User Action

® Create an integration to synchronize the artifacts referenced by the specified field, or
® Add a constant mapping to the specified field.
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CCRRTT-50009E — Time Tracking integration model must
have a field of type Time Entries.

Description

Model used in a Time Tracking integration must have a field of type Time Entries.

User Action
Either

1. Navigate to the model
2. Add a field of type Time Entries

Or

1. Create or select another model having a field of type Time Entries
2. Ensure that each collection used in the integration is using the selected model

CCRRTT-50010E — Time Tracking integration Collection must
have a field mapping to a field of type Time Entries in the
Model.

Description

Collections used in a Time Tracking integration must have a field mapped to the model Time Entries
field.

User Action

1. Navigate to the collection model mapping
2. Add a field mapping to the model Time Entries field

CCRRTT-50011W — Time Tracking integration target
Collection does not support impersonation of the Worker field.

Description
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The selected collection does not support worklog impersonation and so has limited use as the target in
a Time Tracking integration.
The worklogs will be filed under the user of the target repository connection.

CCRRTT-50012E — Time Tracking integration Collection does
not support time entry filtering.

Description

Time entry filtering is configured for a collection pair but the source collection does not support it.

User Action

1. Navigate to the integration

2. Select the collection pair

3. Navigate to Time Entry Filtering
4. Disable the filter

CCRRTT-50013W — Artifact cannot be created currently as
other artifact creations are being processed.

Description

Artifact cannot be created currently as other potentially conflicting artifact creations are being
processed. This temporary problem can occur when Tasktop Integration Hub attempts to create
artifacts on both sides of an integration concurrently.

User Action

This error will resolve itself automatically, no user action required.

CCRRTT-50014E — The test step flow configuration is invalid.

Description

The test step flow configuration is invalid.

User Action
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1. Navigate to the test step flow configuration screen,
2. Correct the invalid flow configuration according to the specific error message

Description

The artifact routing for this container + work item integration is invalid because one side of the
integration has multiple container collections of the same type, and artifacts are flowing away from that

side.

User Action

1. Navigate to each integration and reconfigure the artifact routing. Once the routing is valid, this

issue will clear.
2. When multiple container collections of the same type exist, integrations can only routed toward

that side of the integration.
3. Ensure artifact flow is not bidirectional.

Description

Artifact could not be processed as it did not meet any of the configured conditions on the Shared
Container Mirroring page.

User Action

® Update the conditions configured on the Shared Container Mirroring page to ensure the
artifact???s field value is accounted for, or

® Update fields on the artifact to ensure that it meets the conditions set on the Shared Container
Mirroring page, or

® Update specification for handling artifacts not matched by conditions configured on the Shared
Container Mirroring page to ? Ignore? or ? Default Type? instead of ? Error?.
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CCRRTT-50017E — The integration is missing required field
mappings.

Description

Container + Work Item integrations using Shared Container Mirroring conditions require the model
field within the condition to be mapped within its associated collections.

User Action

1. Navigate to the associated collections,
2. Add a field mapping to and from the model field used within the Shared Container Mirroring
conditions

CCRRTT-50018E — The artifact could not be processed as the
artifact it depends on has not synchronized.

Description

The artifact could not be processed as the artifact it depends on has not synchronized.

User Action

® Ensure that the artifact specified within the detailed error message is included in the integration,
® Wait for it to synchronize

CCRRTT-50019E — Container matching cannot be enabled
when the parent field is mapped with an extension.

Description

Container matching cannot be enabled when the parent field is mapped with an extension.

User Action

® Remove the extension from the parent field mapping within the related collections, or
® Disable container matching in the related integration
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Description

Collections with multiple artifact types cannot be used in a Container + Work Item Synchronization.

User Action

1. Use a different collection in the integration
2. Remove unnecessary artifact types from the collection

Description

Secure password storage requires 256-bit AES encryption which is not available in the Java runtime
environment.

User Action

This problem can be resolved by installing the Java Cryptography Extension (JCE) Unlimited Strength
Jurisdiction Policy Files in the Java runtime environment. The download is available from oracle.com incl
uding a README file with installation instructions.

Alternatively, the unencrypted level of the password store maybe used.

Description

The connector requirements are not met.

User Action
Read the connector-specific error message to determine which requirements are unsatisfied.
To provide 3rd party components such as a library or SDK, follow the following steps:

1. Navigate to the ? Repositories? screen.
2. Select the repository for which the requirements were unsatisfied.
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3. On the repository connection screen, provide the required files.

Description

There was an authentication error while attempting to communicate with a repository.

User Action

1. Verify that the credentials for the associated repository are correct in the settings.

If these steps do not resolve the error, ensure that the user has sufficient permissions in the target
repository to create and edit artifacts.

Description

There was an authentication error with the proxy server while attempting to communicate with a
repository.

User Action

1. Verify that the proxy credentials for the associated repository are correct in the settings.

If these steps do not resolve the error, contact your network administrator for assistance.

Description

The connection settings are invalid.

User Action

1. Open the connection settings page for the repository that is in error.
2. Update the connection???s settings to valid values.
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If these steps do not resolve the error, contact support for additional assistance.

CCRRTT-61104E — Tasktop Integration Hub is unable to
communicate with this repository as it is experiencing high
server load.

Description
Tasktop Integration Hub is unable to communicate with this repository as it is experiencing high server

load. This problem is usually caused by exceeding the number of API calls a repository can receive or
otherwise placing a high load on the repository.

User Action
This error will resolve itself automatically when the repository is no longer experiencing high server

load. You can also set an event rate limit on the repository connection screen in Tasktop Integration
Hub to limit the number of Tasktop Integration Hub events processed for this repository per minute.

CCRRTT-61105I — This message is to notify you that Tasktop
Integration Hub has exceeded the allowed rate limit of the
target repository. Any events that did not get processed will
automatically be retried and processed upon subsequent
attempts.

Description

This message is to notify you that Tasktop Integration Hub has exceeded the allowed rate limit of the
target repository. Any events that did not get processed will automatically be retried and processed
upon subsequent attempts.

User Action

None.

CCRRTT-61106E — Repository Connection disabled.

Description
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The repository connection will be disabled until it is manually enabled.

User Action

® Enable the repository connection manually on the Repository Connection page, or
® Leave the repository connection disabled and ignore this warning

Description

Tasktop Integration Hub integration services cannot be started because the current license has expired.

User Action

This problem can be resolved by installing a valid license using the following steps:

1. Obtain a valid license by contacting the Tasktop Support Center
2. Navigate to the settings page

3. Press the Apply New License button under License

4. Paste in the license text and press Save

Description

An integration cannot be run because it is configured with repository pairs which are invalid under the
current license restrictions.

User Action

Perform one of the following:

Delete the offending integration

Disable the offending integration

Update the offending integration to use repository pairs allowed under the current license
restrictions
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CCRRTT-65001E — Extension cannot be used because of a
restriction in the license.

Description

A value transformation extension is present which is not permitted by the current license.

User Action

Perform one of the following:

® Provide a license that includes extensions of this type, or
® Remove extension by navigating to the the Settings -> Extensions page

CCRRTT-660011 — Tasktop Integration Hub is currently
updating its operational data with a collection’s project
replacements.

Description

Tasktop Integration Hub is currently updating its operational data with a collection???s project
replacements.

User Action

1. Wait for collection update to complete.

CCRRTT-660021 — Tasktop Integration Hub is currently
updating its operational data with a collection’s project
replacements.

Description

Tasktop Integration Hub is currently updating its operational data with a collection???s project
replacements.

User Action
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1. Wait for collection update to complete.

CCRRTT-66003W — Integration data migration is currently in
progress.

Description

A background job is currently in progress.

User Action

Wait for the background job to complete.

CCRRTT-66003I — Project replacement cannot be applied
because the handle schema is missing fields from the builder
schema.

Description

Project replacement cannot be applied because the handle schema is missing fields from the builder
schema.

User Action

1. Check for related upgrade background jobs,
2. If some exist, wait for them to finish, and retry the background job
3. Otherwise, contact the Tasktop Support Center for assistance: "https://links.tasktop.com/support"

CCRRTT-66004W — Background job cancelled.

Description

A background job was cancelled due to a configuration change or because Tasktop Integration Hub
was shut down.

User Action

None, the job will be resumed automatically.
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CCRRTT-67000E — Target repository must contain valid
containers for this integration.

Description

Could not find a container where the target artifact could be created.

User Action

1. Identify the target repository where the container could not be located for the target artifact
from the specific error message.
2. Ensure a container that satisfies the following constraints is created in the target repository:
® |s able to contain the target artifact.
® |s asibling of the container of the referenced artifact.

CCRRTT-67001E — A field mapping must exist from a model
String or Rich Text field to a target Relationship or
Relationships field.

Description

A field mapping must exist from a String or Rich Text field in the model to a Relationship or
Relationships field in the target collection. Such a mapping is required to determine where to flow any
commit artifacts processed by this integration.

User Action

1. Configure a field mapping from your model Commit Message field to a Relationship or
Relationships field in the target collection.
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See the Tasktop Editions table to determine if your edition contains basic or advanced Metrics functionality.

Introduction

Tasktop Integration Hub provides a Metrics dashboard to help you better understand Tasktop activity
such as:

® Number of users
® Number of artifacts created by Tasktop
® Number of artifact updates by Tasktop

These metrics are a great tool to:

® Understand and troubleshoot downtime
® Communicate the value of Tasktop to your organization
® Analyze trends and patterns within your organization, such as:
® Are there certain times of year when higher quantities of customer requests flow from
your CRM tool to your Requirements tool?
® Have defects flowing from your ITSM tool to your Agile tool decreased over time?
® _.and more!

The data used to create the metrics refreshes each time the page is reloaded.

@ Metrics

uuuuuuuuuuuuuuuuuuuuu

Viewing the Metrics Dashboard

To access the Metrics Dashboard, click Metrics in the right corner of the screen.
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User Counting

! The User Count dashboard should only be configured under the guidance of your Tasktop
contact. If the dashboard is configured without guidance, the user count reflected in your
dashboard may be inaccurate.

Note that the above does not limit the terms of Tasktop's Support and Maintenance Policy.

The User Count dashboard lets you view and configure your user count so you can anticipate precisely
how many user licenses you will need to purchase upon renewal.

On the User Count dashboard, you'll see the Current User Count, Rolling 12 Month Count, and
Monthly Usage Chart.

The Current User Count represents the number of users from your most recent license renewal date to
the current date.

Note: Users that exist in data processed before the current date are not included in the count.

For the Rolling 12 Month Count, the same logic as the Current User Count applies; however, this count
begins from precisely one year prior to the current date. This count, along with the Monthly Usage
Chart, can help you understand trends in the number of users Hub processes over time.
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8 User Count Confguraton

To find the number of distinct users observed in artifacts processed by Tasktop, you can download the
User Count Report.

This report provides a pipeline view of how many users remain in the user counting logic after each
stage. It can also help you understand how exclusions are applied to determine the user count.

The User Count Report includes the following contents:

current-usage-breakdown: The files in this folder can be used to determine the number of users from
the most recent license renewal date to the current date.

1-raw-data.csv: This is the starting point for the user count.
2-deduplicated-based-on-user-fields.csv: This intermediate report only contains users who are
included in the user count and can be used to trace users if needed.

® 3-reconciled-based-on-settings.csv: This is the final result after applying person reconciliation
overrides.

® 4-unmatched-based-on-settings.csv: This report contains users who are not associated with
another person and could not be reconciled based on the configured settings.

12-month-usage-breakdown: The files in this folder can be used to determine the number of users
from precisely one year before the current date.

1-raw-data.csv: This is the starting point for the user count.
2-deduplicated-based-on-user-fields.csv: This is an intermediate report that can be used to trace
users.

® 3-reconciled-based-on-settings.csv: This is the final result after applying person reconciliation
overrides.

® 4-unmatched-based-on-settings.csv: This report contains users who are not associated with
another person and could not be reconciled based on the configured settings.

final-counts.csv: This is the final summary report of the user count results.

person-reconciliation-template.csv: This template can be used to configure Person Reconciliation
Overrides on the User Count Configuration screen.

user-count-settings.json: These are the settings configured on the Metrics screen that are used to
obtain the count.

To download the User Count Report, click Download Report.
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On the User Count Configuration screen, you can identify exclusions, person reconciliation overrides,
and other options that determine user counts.

4 User Count Configuration

mmmmmmmmmmmmmmmmmmmmmm

Integration Exclusions

In the Integration Exclusions tab, you can determine which integrations involve general employees
submitting tickets to an IT help desk and non-production integrations, so you can ensure those users
are excluded from your user count.

Note: To exclude users involved in an ITSM integration, you must also set the user type to 'Requester’
in the User Type Exclusions tab.

42 User Count Configuration
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User Type Exclusions

In the User Type Exclusions tab, you can further refine exclusions from your user count by determining
the user type for the person fields in your repositories.
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Repository

Countea

By default, the user type is set to Standard User, which is always included in the count.

A Standard User is always included and represent the people doing the work.
A Requester is always excluded from the count if the corresponding integration is also excluded,
since they are seen as outside users (submitting IT or help tickets, for example) and are not
employees or subcontractors of your company.

® An Excluded User is always excluded regardless of integration.

To better understand which user types will be counted, refer to the Impact on Count column, which
identifies if the user type is included based on the Integration and User Type Exclusions configured.

Counted indicates that the user type will be counted in the user count.

Not Counted indicates that the user type will not be counted in the user count.

Conditional (See details) indicates that the user type will not be counted in integrations that were
checked as involving ITSM in the Integration Exclusions tab. If an integration containing the user
type was not marked as involving ITSM, it will be counted in the user count.

Person Reconciliation Overrides

In the Person Reconciliation Overrides tab, you can de-duplicate users by mapping their IDs across
tools. This ensures that users are not counted more than once in your user count.

To configure a person reconciliation override, click the + icon.

141



4 User Count Configuration

Buk Edi Mode

Next, select a repository and choose the user you'd like to reconcile.

4 User Count Configuration

Then, select the duplicate user in the other repository to complete the reconciliation override.

42} User Count Configuration
View and con

If multiple reconciliation overrides need to be configured at once, you can use Bulk Edit Mode.

4 User Count Configuration

Before adding values in bulk edit mode, you'll first need to open the 1-raw-data.csv file and person-
reconciliation-template.csv file (both found in the User Count Report).

142



B appsMain.js
B README.txt
B user-count
B user-count...-215124.zip
B user-count...190422.zip
B user-count-settings.json

<R 1-raw-data.csv
B 2-deduplic...r-fields.csv

] 3-reconcile...ettings.csv

il 4-final-counts.csv
B person-rec...mplate.csv
B README.txt

. user-count-settings.json

After opening the raw data file, copy the Repository ID and Tasktop Generated Repository Person
Identifier for the values you'd like to reconcile.

Then, paste the values in the template and save the template as a CSV.

e ., ]

After saving the template, return to the Person Reconciliation Overrides tab and click Bulk Edit Mode.

4 User Count Configuration

uuuuuuuuuuuu

A pop-up will appear where you can copy and paste the values from the template.

Note: Do not include the column headers from the template when inserting the values.

Bulk Edit Mode

Once filled out, an entry might look like this:
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Start Date

In the Start Date tab, you can select the start date for the User Count report if your contract date

differs from your license start date or expiry date. By default, the User Count report will be generated
from the start of your most recent license renewal anniversary.

Basic Functionality

See the Tasktop Editions table to determine if your edition contains basic or advanced Metrics functionality.
Users with basic functionality will be able to view metrics showing the following:

® Total Artifacts Created
® Total Artifacts Updated
® Calculated ROI

Metrics below are displayed to show data for all integrations, over the last 30 days.

Note: Basic functionality does not include the Filter By and Date Range filters.

@ Metrics

Viow usar count and aacts rocessed o me.

nnnnnnnnnnnnnnnn
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To help understand which artifacts are being synchronized, a pie chart will show the distribution for the
metrics based on integration.

Calculated ROI

The Calculated ROI section helps you understand and communicate the direct cost savings enabled by
Hub by quantifying the time and effort saved with Hub’s model-based tool integration.

In the Calculated ROI section, you'll see two subsections, Hours Saved and Total Transactions.

® Hours Saved estimates the efficiency gains from synchronization calculated as total hours saved.
This number is derived from an estimate of three minutes saved per transaction.

® Total Artifacts represents the total number of artifacts created and updated within the last 30
days.

Note: Basic functionality only displays calculated ROI for all integrations, over the last 30 days.

.................
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Advanced Functionality

See the Tasktop Editions table to determine if your edition contains basic or advanced Metrics functionality.
Users with advanced functionality will be able to view metrics showing the following:

® Total Artifacts Created
® Total Artifacts Updated
® Calculated ROI
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To help understand which artifact types are being synchronized, a pie chart will show the distribution
for the metrics above based on model, integration, or repository.

Aritacts Processed

Additionally, users can choose to filter the data above based on

® Date Range
® Last 7 Days
® Last 30 Days
® Last 90 Days
® Custom Range
® Integration
® Repository
® Model

Calculated ROI
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The Calculated ROI section helps you understand and communicate the direct cost savings enabled by
Hub by quantifying the time and effort saved with Hub’s model-based tool integration.

Calculated ROI contains two subsections, Hours Saved and Total Transactions.

® Hours Saved estimates the efficiency gains from synchronization calculated as total hours saved.
This number is derived from an estimate of three minutes saved per transaction.

® Total Artifacts, by filter represents the total number of artifacts created and updated based on
the filters applied.

Tip: You can use the filters to view ROI for a certain repository, integration, or model.

.................
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Cumulative Artifact Processing Counts

Users can also view tables showing cumulative totals for Artifacts Created, Artifacts Updated, and User
IDs for each integration and repository.

The Artifacts Created and Artifacts Updated metrics show cumulative totals since installing Tasktop
Integration Hub version 18.2.0.

The User ID metrics shows the number of unique user IDs on artifacts that have flowed through or
been updated by Tasktop since installing Tasktop Integration Hub version 18.3.0. This metric can be
used to better understand the value and scope of the integration, and is not intended to be used to
assess Tasktop usage for licensing purposes (for licensing purposes, please see the User Counting
section above).
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Settings

Introduction

To access the Settings screen, click Settings in the upper right corner of your screen.

§ Vz
CA Project and Portiolio GitHub Issues Gitlab Issues. .D 1BM Rational ClearQuest
nnnnnnnnn =,

Under General (Settings), you can access:

® Configuration
® Master Password Configuration
® Storage Settings

Configuration

The Configuration section allows the administrator to set the change detection intervals of the
connected repositories and to create a label for their Tasktop instance identifying the environment
name and type (testing or production).

Learn more here.

Master Password Configuration

This feature is not applicable to Tasktop Cloud.

The Master Password is used to encrypt the credentials used in your repository connections and proxy
settings, along with any other configuration values that are considered secret, which could include API
keys and tokens.

Learn more here.

Storage Settings
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This feature is not applicable to Tasktop Cloud.

Tasktop automatically stores operational data to a pre-configured Derby database. This is suitable for
evaluation purposes only, and is not supported for production environments. Configuring Tasktop to
utilize an external database will enable you to perform frequent back-ups without having to stop
Tasktop Integration Hub, and ensure that your Tasktop Integration Hub practices are consistent with
your existing disaster and recovery process.

Learn more here.
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Introduction

General (Settings) can be accessed by clicking the General tab on the Settings screen.

nnnnnnn
»»»»»»»»

nnnnnnnnnnn

Under General (Settings), you can access:

® Configuration
® Master Password Configuration
® Storage Settings

Configuration

The Configuration section allows the administrator to set the change detection intervals of the
connected repositories and to create a label for their Tasktop instance identifying the environment
name and type (i.e., testing or production).

Change Detection

This is the method in which Tasktop detects changed artifacts in your external repositories.
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You can configure repeat method to run on a time interval (e.g., 1 minute or 5 minutes) or an
advanced schedule using cron expression (e.g., every 30 minutes from 9am-5pm from Monday to
Friday).

nnnnnnnnnnnn
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RepeatMethod | Ting nterval

Environment Type and Name

Tasktop administrators can also set an environment type (testing or production) and name for their
instance in the Configuration panel. This will create a label visible in the upper left corner of the screen
while navigating throughout the Tasktop Ul, to allow users to easily identify which Tasktop instance
they are utilizing.

nnnnnnnnnnnn

« Change Detection

mmmmmmmmmmmm

Master Password Configuration

This feature is not applicable to Tasktop Cloud.

After installation, you will be prompted to set a Master Password.
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The Master Password is used to encrypt the credentials used in your repository connections and proxy
settings, along with any other configuration values that are considered secret, which could include API
keys and tokens.

Note: 256 bit AES encryption is used.

Tasktop Integration Hub will automatically use the stored Master Password to decrypt repository
credentials.

Normally you will not need to re-enter your Master Password. However, if the stored Master Password
is missing, or if you'd like to change your Master Password from the General (Settings) screen, you will
need to enter your current Master Password.

The Master Password is encrypted and stored separately from the encrypted repository credentials.

® On Windows, the encrypted Master Password is stored in the Windows Registry, encrypted
using the Windows Data Protection (DPAPI).

® On Linux, the encrypted Master Password is stored in the Home Directory of the User running
Tasktop Integration Hub.

If desired, you can change or reset the Master Password from the General (Settings) screen.

To do this, click Change Master Password.

Enter your current Master Password and new Master Password.

A Change Master Password
lled

Enter the master password to continue:

Met] Current Password

New Password
Intel

Confirm New
Password

Cancel

Click Change to update the Master Password.
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A Change Master Password

Enter the master password to continue:

Net Current Password ~— seesesecccennennes

New Password  «ceeeccencnes ‘

Confirm New | ceeececscnces l
Password

nte

To reset your master password, click Reset.

Note: If resetting the Master Password, you will not need to enter your current Master Password,
but previously encrypted repository passwords will be lost, and must be provided after resetting.

Mastor Plnﬁ nnnnnnnnnnn

Storage Settings

This feature is not applicable to Tasktop Cloud.

Tasktop automatically stores operational data to a pre-configured Derby database. This is suitable for
evaluation purposes only, and is not supported for production environments. Configuring Tasktop to
utilize an external database will enable you to perform frequent back-ups without having to stop
Tasktop Integration Hub, and ensure that your Tasktop Integration Hub practices are consistent with
your existing disaster and recovery process.

Tip: See our Hardware Requirements to determine which databases are supported for storing
operational data.

Migrating Databases

To migrate your Tasktop operational data from the internal database to an external database, click U
se External Database.

Next, click Configure JDBC Driver to select the JDBC driver for your database.

154


https://docs.tasktop.com/display/223/System+Requirements#SystemRequirements-Database

To download the JDBC driver:

The JDBC driver for Microsoft SQL Server can be downloaded from the Microsoft support site.

Note: Tasktop currently supports the 9.4 version.

To upload the JDBC driver to Tasktop, a system administrator (a user with file system access to the
machine that hosts Tasktop) must extract the *.jar file from the downloaded driver file and add the
file to the designated directory:

® On Windows, the default folder is C: \ Pr ogr anDat a\ Taskt op\j dbc-dri vers
® On Linux, the j dbc- dri ver s folder can be found in the Tasktop installation directory

Note: If needed, the user can change the location in which Tasktop looks for the files. This is done
by changing the system property j dbc. | i brari es. path

Once the JDBC driver is uploaded, select it from the Choose File field on the Configure JDBC Driver
pop-up.

Configure JDBC Driver

Please select a JDBC driver for your database. It will replace any previously-selected driver. To select
values here, the system admin must add files to the designated directory. See the User Guide for
details.

Choose File
Cancel m

Next, fill out the Database Connection credentials — enter the location, username, and password.

i. Note: Authentication credentials must be in SQL server authentication mode (i.e., mixed-mode
with SQL credentials). Windows authentication mode is not supported.

Location formats are as follows:
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jdbc:sglserver://hostServerName;instanceName=Mylnstance;databasename=MyDatabaseName

If you'd like, you can also update the Backoff Interval setting.

The Backoff Interval is the time Tasktop will wait after a database connection failure (e.g., invalid
username or password) before retrying the connection. This feature is especially useful for
databases with a lockout or brute force policy configured.

i. Note: While backoff is in effect, processing artifacts will display an error and some operations
may not work (e.g., you may be automatically redirected to the Settings screen). Once the backoff
interval expires, artifacts will resume processing and operations will return to normal.

uuuuuuu

aaaaaaaa

The backoff interval defaults to one hour, but can be customized as desired.

After you've added your database connection credentials, click Test Connection to confirm that
your credentials have been accepted by Tasktop.

Note: If backoff is in effect, the Test Connection button will continue to work so you can test and
save updated credentials.

Once confirmed, click Save.

156



A warning message will appear telling you that you are about to transfer to an External Database.
Review the entire message, ensuring that you have performed the recommended data back-up.

If you'd like to continue the transfer, click the checkbox and then click Transfer.

A You are about to transfer to an External Database

I Please read the following message carefully before proceeding.

You are about to initiate the process of transferring Tasktop's operational data to an external
database. Once the process is complete, the data will be stored in the external database and the
internal database will be cleared.

Once you transfer Taskiop's operational data to the external database, you will not be able to revert
back to the internal database.

Integ After a successful transfer, you will need to return to Tasktop to confirm that you are ready to begin 3 artifacts fi
sktop| Processing data using the external database. onhowto

Before proceeding with the transfer to the external database, we highly recommend that you
perform a backup of Tasktop's internal database. Before performing a backup, you will need
to stop the Tasktop service. After completing the backup, start the Tasktop service and return
here to proceed with the database transfer. To learn more on how to backup the internal
database, go to the Upgrading User Guide.

Stora
p Ust

Are you sure you are ready to transfer Tasktop's operational data to the external database?

"haS (7] | understand that transferring to the external database wil result in the internal database being

cleared, and | will be unable to revert back to the internal database.

A Database Transfer Completed message will appear once the transfer is complete, informing you
that your operational data has been successfully transferred from Tasktop's internal database to
your own external database.

@ Database Transfer Completed ‘
The transfer to the external database was successful. Tasktop's operational data will now be stored in |

the external database.

sarafiAR FITR TR ERAG BRATT SViehinA Srifact Raire TRat Wara Araatad R Tackian Qunn TRIS Rravante ATRTAGTe o

If your Database Transfer Fails or is Aborted

If your database transfer fails or is aborted, Tasktop will continue to use its internal database to store
operational data. The internal database is not cleared until a successful transfer is completed, so you
should not notice any change in performance.

However, we do recommend reviewing the external database and clearing any data and tables that
were created as part of the failed data transfer before starting the transfer process again.

Overriding Database Access
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In order to prevent risk of collisions, duplicates, and other errors, Tasktop has functionality to ensure
that multiple Tasktop instances cannot run on the same operational database.

If you connect your instance to a database that is already in use by Tasktop (this is not recommended),
upon start-up of the new instance, the prior instance will lose database access and stop processing
events. When you login to the prior instance, you will see an error message prompting you to either
update your credentials to connect to a different database, or to override database access. If you
override database access, this means that the other instance of Tasktop will lose access to that
database.

When overriding, be sure to confirm that no other Tasktop instance is using the database before
moving forward. If another Tasktop instance is actively using the database, it is recommended that you
shut down the other instance of Tasktop before proceeding.

TFaskTor .
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Introduction

Notifications can be accessed by clicking the Notifications tab on the Settings screen.

Under Notifications, you can access:

® Email Notifications

Email Notifications

To facilitate troubleshooting, you can configure automated email notifications for new errors and issues
encountered in Tasktop.

Emails will contain a count of new issues and errors (excluding ignored errors) since the last email
notification, and a link to the Activity screen to view the errors/issues. Emails will be sent only if a new
error or issue occurs.

Email Sample
Subject [Tasktop] Issues and errors

This s a notification from insert-tasktop-url, notifying you of new errors in your integrations.
2 new issues
Content 26 new errors

= 1 new error in [insert integration name]
- 25 new errors in [insert integration name]

Configuring Email Notifications

To configure email notifications click +Add Email Server.
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This will bring you to the Email Notifications screen.

The form requires that the following fields be filled out:

Basic Details

To Email Addresses: The email addresses that will receive the notifications. You can add
multiple email addresses to this field.

From Email Address: The email address listed in the 'sender address' (or ‘from’) field of
notification emails sent by Tasktop. In many cases, this will match the email whose settings
are configured in the 'Email Server Settings' section below, though a different email (such as n
o-reply@email.com) can be configured here. If a user were to hit 'reply' on an email
notification, this is the email the reply would be sent to.

Subject Prefix (optional): The prefix appended to the subject line of the Error Notification
emails. This defaults to [Tasktop] but can be edited if needed. This can help users filter email
notifications from Tasktop based on prefix.

Tasktop Server URL: The URL used to access your instance of Tasktop. This is used to
construct links to errors and issues in the notification emails.

Notification Frequency: The frequency of email notifications. Emails will contain a count of
new issues and errors since the last notification and will only send if a new error or issue has
occurred since the prior email.

Email Server Settings

These are the email server settings that allow Tasktop to send notifications.

Username (optional): Username for the authenticated SMTP server.
Password (optional): Password for the authenticated SMTP server.
SMTP Server: The SMTP host name of your mail server.
SMTP Port: The SMTP Port number to use.
® |f Protocol = SMTP, the value for this will typically be 25.
® If Protocol = SMTPS, the value for this will typically be 465.
® |f Protocol = SMTP_STARTTLS, the value for this will typically be 587, but can also be
port 25.
Connection Timeout: Specifies the maximum period, in seconds, that establishing an email
server connection is permitted to take. This defaults to 60 seconds, which should cover most
scenarios.
Protocol
® SMTP: Basic unencrypted SMTP Protocol.
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® SMTPS: A more advanced, encrypted SMTP Protocol (SMTP Secure), which will
perform server certificate validation.

® SMTP_STARTTLS: A modern protocol that wraps the unencrypted SMTP protocol in
TLS (formerly known as SSL encryption), and will perform server certificate
validation. This will attempt the STARTTLS wrapper, but if it is not supported by the
server, the client will fall back to basic SMTP.

Note: Google email users should select SMTP_STARTTLS.

Here's an example of a filled in form:

You can test your email server settings by clicking Test Connection.

Or, send a test email by clicking Send Test Email.

Once settings are filled in and the connection has been tested, click Save to save your settings.

Click Turn On Notifications to enable email notifications.

Once saved, you can turn email notifications on or off and delete the notification settings from the
Notifications screen. You can also click Configure Notification Settings to modify your existing
settings:

Rl Delete Notifcation Settings

Note: If an email notification fails, an issue will be surfaced on the Activity screen in Tasktop.
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License

Introduction

You can access your License details by clicking the License tab on the Settings screen.

.... @ Aopy New License

Under License, you can access:

® |License

License

This feature is not applicable to Tasktop Cloud.

A license is required to run the application. Upon initial log-in, you will see that your product is
currently un-licensed:

Click Apply New License to enter your license.
The Master Password must be set and the License must be entered before the application can be used.
On the License panel, you will see the following information:

License Type
Description
Maximum Users
Created Date
Expiration Date
Issuer

Licensee
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@ Apply Now License

Description  Taskiop Pro

Maximum Users 500

Expiry Date  2027-12:31 (1 10 years)

License @ Apply Now Liconse

Should your license expire, in addition to seeing a warning on the License screen, you'll also see that an
issue is surfaced on the Activity screen:

TFASKTOP i

Bulk Actons -

~ Detals

Description

When your license is expired, you can still navigate within the Tasktop Ul, but your integrations will be
stopped from running. Note that though they will still display the Run or Stopped state they were in at
the time your license expired, no artifacts will process in an integration until a new license is applied.

Note: Please consult your license agreement or contact your account representative if you have any
guestions about your license settings or usage policy.

163



Troubleshooting (Settings)

Introduction

Troubleshooting (Settings) can be accessed by clicking the Troubleshooting tab on the Settings screen.

Under Troubleshooting, you can access:

® |ogging

Logging
For troubleshooting purposes, Tasktop logs various events that the application performs.

There are two logging levels available:

This type of logging is sufficient for most scenarios.

Updating the logging levels immediately changes the logging granularity. Tasktop does not need to
be restarted for the change to take effect.

EEEEEE

Downloading Logs

Please reference the Troubleshooting page for instructions on downloading the logs as part of the
Support and Usage Report.
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Introduction

Extensions can be accessed by clicking the Extensions tab on the Settings screen.

Under Extensions, you can access:

® Extensions
® Key-Value Stores

Extensions

Extensions add to Tasktop's basic functionality by facilitating processes such as custom data
transformations, payload transformations, advanced person reconciliation, and state transitions.

Note: Extensions are written in JavaScript, or more specifically ECMAScript.

Custom Data Transformation Extensions enable you to map fields to one another which do not have
out-of-the-box transforms, and to create custom transforms for comments.

You can apply this extension when updating your transform on the Field Configuration screen.

AR B

Creating a New Extension

You can create and save custom extensions for use in your integrations on the Extensions screen. Exten
sions are created with a name and optional description so that they can be centrally managed and
reused if needed.
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Note: Fields that are not mapped to the model are not retrieved by Tasktop, and therefore are not
available to be used in an extension. If fields are needed for scripting purposes, please map those fields
to the model.

To create and edit your extensions, click Manage Extensions.

nnnnnnnnnnn

Click New Extension to create and customize an extension.

Then, select one of the following extension types: Custom Data Transformation, Payload
Transformation, Person Reconciliation, State Transition.

After choosing your extension type and selecting the collection or model, you can view the schemas of
the artifact, comment, or person in the Artifact Schema Information section.

This section provides you with useful schema information when composing extensions.
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Viewing Associated Configuration Elements

To view associated configuration elements (such as collections or integrations that utilize the extension
you are viewing), click the Associated Elements tag in the upper right corner of the screen.

Key-Value Stores

See Tasktop Editions table to determine if your edition contains Key-Value Store functionality.

Key-Value Stores enable you to securely store and manage sensitive data and value mappings. Using
key-value stores instead of inlining the data in the extensions reduces the size, complexity, and
maintenance of extensions.

Creating a New Key-Value Store

Note: Access via the provided JavaScript API is read-only. Stores can only be created, updated, and
deleted using the user-interface and import functionality.

To create a new key-value store, navigate to the Extensions tab and click Manage Key-Value Stores.
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FaskTor
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Select the Key-Value store type that best suits your use-case.

® Confidential: Enables you to encrypt your key-value pairs.
® Plain: Enables you to store your key-value pairs in plain text.

After you have selected the Key-Value store type, you can add each key-value pair individually, or you
can import key-value pairs using a .csv or .json file.

Note: Keys in a key-value store are case-sensitive and must match exactly.

.............

>>>>>

Once you have finished adding your key-value pairs, click Save and Done to save your changes.

Tip: Clicking ctrl+s on Windows and cmd+s on macOS will save your key-value store.
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Importing Files to a Key-Value Store

Tasktop Integration Hub allows you to import key-value pairs to your key-value store using .csv or .json
files.

To import your key-value pairs, click Import from file and select the .json or .csv file you'd like to
import.

CEEED
% Key-Value Store

To ensure that your .json or .csv files are imported successfully, please use the following format:

{
"jsmth@nuil.con:"John Smith",

"ljones@nuil.com':"Larry Jones",
"nmbrown@nui |l . cont': "Mary Brown"
}

i. Note: If your .json file contains a duplicate key, an error will appear upon importing.

After you have selected the file you'd like to import and it has been imported successfully, the key-
value pairs will be displayed in your key-value store.

Accessing Individual Values of a Key-Value Store
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Tasktop Integration Hub provides a JavaScript API to access the values of a store. All types of key-
value stores allow direct access to values.

The API is used as follows:

var tokenValue = store.retrieveVal ue(' EngOps Credentials', 'Build Server APl token');

Accessing All Pairs of a Key-Value Store

The provided JavaScript API allows the retrieval of all pairs of a store. This is especially useful when
using the stored pairs as a lookup table.

The APl is used as follows:

var pairs = store.retrievePairs(' Project to Product mapping');

Each store is limited to 3000 key-value pairs. For lookup and other purposes, the pairs of multiple
stores can be joined in the extension as follows:

var pairs = store.retrievePairs('Project to Product mapping');
var norePairs = store.retrievePairs(' Val ue-Stream nmappi ng');

var nmerged = Object.assign(pairs, norePairs);

Note: Confidential key-value stores do not allow access to all pairs and can only be accessed by
providing the key for individual values.

Key-Value Store API Reference

st or e - The globally-visible object providing the key-value store API.
store.retrievePai rs(store) -Provides an object with all the keys as properties and their
values as strings. If the store cannot be found, a 'NotFoundException' is thrown.

® store.retrieveVal ue(store, key) - Provides the string value associated to the specified
key. If the store or key cannot be found, a 'NotFoundException' is thrown.

Technical Guide to Extensions

Extensions add to Tasktop's built-in functionality to satisfy specific use cases, such as:

® Performing state transitions incorporating business logic

® Enabling custom data transformations between fields

® Defining person reconciliation strategies between repositories

® Transforming payloads sent to Gateway collections into a format Tasktop can accept

In the following sections, you will find technical implementation details about each extensions type,
example extensions, troubleshooting extensions, and how to access web resources and object
properties.
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State Transitions

State Transitions are used to transition an artifact from one status to another. To illustrate, we use the
fictitious example of an artifact of type Defect with the following status values:

New

In Progress
Resolved
Closed

The status of a Defect cannot be modified directly. In this example, to move a defect from status New t
o In Progress, the Start Progress transition is used.

Sometimes multiple status transitions are required. For example, to move a defect from New to Closed,
the following transitions are used in sequence Start Progress, Resolve, Close.

The following diagram shows how state transitions are used to move a defect from one status to
another:

Configuring State Transitions with Extensions

To perform state transitions, an extension can be used. Add a state transition extension from the
Extensions screen, accessible from Settings. Once added, the extension can be applied from the State
Transition sash on the Collection Configuration screen.

Note: Tasktop also provides functionality to configure state transitions using a transition graph. The
transition graph is the recommended strategy, as it allows you to configure the state transitions directly
within Tasktop's Ul.

Authoring State Transition Extensions

State transition extensions are defined by a single function:
function transitionArtifact(context,transitions)
This function can return a single transition.

For a given artifact, the extension may be called multiple times. Each time the extension is called, the
transition that it returns is performed. State transition extensions are called repeatedly until they
return undefined, indicating that no more transitions are needed.

To prevent errors, extensions are not called again if they cause an artifact to transition to the same
status more than once.
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A simple state transition extension could look something like this:

function transitionArtifact(context,transitions) {

if (context.sourceArtifact.status === 'Resol ved' && context.targetRepositoryArtifact.status !=="'Resolved')
{ var transition = findTransiti onWthLabel (transitions,'Resolve');
transition.attributes.resolution = 'Fixed ;
return transition;
}
}

function findTransitionWthLabel (transitions, |abel) {
for each(var transition in transitions) {
if (transition.label === label) {

return transition;

Two parameters are passed to thetransi ti onArti fact function:

® context - A contextobject that provides state that the extension can use to determine which
transitions are needed
® context.sourceArtifact - AJavaScriptobject representation of the source artifact,
whose structure matches the model configured in the integration
® context.target RepositoryArtifact - AJavaScript object representation of the
target artifact, whose structure matches the structure of the artifact in the repository
® transitions - Anarray of transition objects

Below is an example of a cont ext with a target artifact from Jira:

{
"sourceArtifact": {
"summary": "a summary val ue",
"priority": "Critical",
"status": "Done"

H
"target RepositoryArtifact": {

"issuetype": "Bug",

"conponents": null,

"timespent": null,

"formattedid': "TPC 144",

"timeoriginalestimate": null,

"project": "Test Project C',

"description": null,

"fixVersions": null,

"resolution": null,

"custonfiel d_11500": null,

"api-id": "JIRA",

"attachment": null,

"resol utiondate": null,

"id": 14400,

"summary": "a summary val ue",

"wat ches": null,

"created": "2016-09-23T15: 22: 20. 000+0000",

"$cl osed": fal se,
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"reporter": "xxxEr

“priority": "Critical",

"l abel s": null,

"revision": null,

"custonfield_11601": null,
"custonfield_11600": null,
"custonfield_11501": null,

"environnent": null,

"custonfield_11504": null,
"custonfield_11602": null,

"timeestinmate": null,

"versions": null,

"duedate": null,

"web-links": null,

"location": "http://jira.exanpl e.conl browse/ TPC 144",
"assignee": null,

"wor kl og": null,

"updat ed": "2016-09-23T15: 22: 20. 000+0000",
"status": "To Do"

Each transition object in the array appears as follows:
{

id: "an-id',

| abel : ' A Label"’

attributes: {
first-attribute: null,

For example, transitions corresponding to the Jira artifact example above are as follows:

[{
"attributes": {
"project": "Test Project C',
"issuetype": "Bug"
b,
"id' 11,
"l abel": "To Do"
oA
"attributes": {
"project": "Test Project C',
"issuetype": "Bug"
h
"idtrov21v,
"label": "In Progress"
boA
"attributes": {
"project": "Test Project C',
"issuetype": "Bug"
H
vidr v31
"l abel ": " Done"
}H

Attributes of a transition are values that may be set when performing the transition. Attributes should
not be set unless needed or required.

The available attributes and whether or not they are required will vary depending on the type of
repository of the collection.

Payload Transformations
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Gateway collections can accept a JSON payload via HTTP, enabling clients to use a REST API to publish
artifacts in Tasktop.

Without further configuration, Gateway Collections require a JSON payload that matches the model of
the collection.

By configuring a Gateway Collection with an extension, it is possible to accept arbitrarily complex
JSON payloads, enabling integration with third party products that integrate with webhooks.

Examples of such third party webhook notifiers include:

® Jenkins Notification Plugin
® Microsoft VisualStudio Web Hooks
® GitHub Webhooks

Configuring Gateway Collections with Extensions

To configure a Gateway Collection with an Extension, add a payload transformation extension from the
Extensions screen, accessible from Settings. Once added, the extension can be referenced from the Gat
eway Collection screen.

Authoring Payload Transformation Extensions

Payload transformation extensions are defined by a single function:

function transfornPayl oad( payl oad)

The function must return an array of 0 or more JSON objects matching the model of the gateway
collection.

Given a model representing build jobs with the following fields:

® created - Adate signifying the creation date
® summary - A brief one-line description
® status - Asingle-select indicating the build status

A simple payload transformation extension could look something like this:

function transfornPayl oad( payl oad) {
var createdTi mestanp = new Dat e(payl oad. bui | d. conpl etion_tine).tol SOString();
var created = createdTi nestanp. substring(0, createdTi mestanp.indexCf('T));
return [
{
‘created' : created,
‘summary': payl oad.name + ': '+payload. build.full_url,
‘status': payl oad. status
}
I
}

The example above corresponds to the payload provided by the Jenkins Notification plugin, which
provides JSON payloads as follows:
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"nane": "Robot Lawnnower",

"url": "job/Robot %20Lawnnower /",

"build":

{
"full _url™: "http://build. exanpl e. com 8081/ ob/ Robot %20Lawnnower/4/",
"nunmber": 4.0,

"phase": "COVPLETED',
"status": "FAI LURE",

"url": "job/Robot %20Lawnnower/ 4/ ",
"scnt:
{
},
"causes":
[
"Started by user admin"
1.
"duration_string": "9 nms",

"conpletion_tinme": 1.476313762942E12,
"failing_since_build":

{

“full _url": "http://build. exanpl e. com 8081/ ob/ Robot ¥20Lawnnower/ 1/",
"nunber": 1.0,
"change_set":

[

1
"conpletion_time": 1.47631304791E12
"failing_since_time": "11 mn"

Ignoring Webhook Payloads

For cases where the gateway collection is called and no corresponding action should be performed, the
extension should return a O-length array:

function transfornPayl oad(payl oad) {

if (nothingToDo) {
return [];

}

Creating Multiple Artifacts From A Single Webhook Payload

There may be cases when multiple artifacts should be created from a single webhook payload
depending on the use case. For example, a GitHub PushEvent can contain multiple commits. To link
each commit to an artifact separately, a payload transformation extension would be used as follows:

function transfornPayl oad( payl oad) {
var gat ewayPayl oads = [];
for each (var commit in payload.commts) {
gat ewayPayl oads. push(creat eConmi t Payl oad(commit));
}
return gat ewayPayl oads;

}

Query Parameters and HTTP headers (optional)
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Payload transformations can take two additional parameters — query parameters and HTTP headers:

® Query Parameters: Provides the query parameters sent with the payload as a JavaScript object
with property names corresponding to parameter names and values as arrays of values of the
corresponding query parameter

® HTTP Headers: Provides the HTTP request headers sent with the payload as a JavaScript object
with property names corresponding to HTTP header names and values as arrays of values of the
corresponding HTTP header

This might appear as follows:

function transfornPayl oad(payl oad, paraneters, headers)

Custom Data Transformations

In cases where specialized value transformations are needed for use in field mappings, such
transformations can be added as custom data transformation extensions.

i. Note: When using a custom data transformation, we recommend not mapping an extension that loses
information from collection to model. Because the model is used for change detection, if information is
lost, change detection may fail. For example, an extension that transforms a list of links into a single link
should not be mapped from collection to model, as subsequent change detection would only have a
single link to compare rather than the full list. We recommend keeping as much information as possible
in the model and mapping any lossy transformations from model to collection.

The Context Object

The context object provides information that the extension can use to determine which
transformations are needed.

For a custom data transformation, use the following:

® context.sourceArtifact: A JavaScript object representation of the source artifact

® |f you are mapping from model to repository, this will match the structure of the artifact in
the model
® |If you are mapping from repository to model, this will match the structure of the artifact in
the repository
® context.targetArtifact: AJavaScript object representation of the target artifact

® |f you are mapping from model to repository, this will match the structure of the artifact in
the repository

® |If you are mapping from repository to model, this will match the structure of the artifact in
the model

Note: If existing scripts are utilizing t ar get Reposi t oryArti f act instead oft arget Artif act,
they will continue to work.
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If you are creating a custom data transformation extension for test steps, use:

® context. sourceTest St ep to access the source test step
® If you are mapping from model to repository, this will match the structure of the artifact in
the model
® |f you are mapping from repository to model, this will match the structure of the artifact in
the repository
® context.target Test St ep to access the target test step
® |f you are mapping from model to repository, this will match the structure of the artifact in
the repository
® If you are mapping from repository to model, this will match the structure of the artifact in
the model

See Tasktop Editions to determine if your edition contains Test Step functionality
The context parameter also has field properties:

cont ext . sour ceFi el d: If processing a single field
cont ext . sour ceFi el ds: A list of field objects, if processing more than one field
cont ext . t ar get Fi el d: If processing a single field
cont ext . target Fi el ds: Alist of field objects, if processing more than one field

A field object only has two properties: ID, and label:
{

id: "assignee",
| abel : "Assi gnee"

Creating a Custom Data Transformation Extension

Custom data transformation extensions are created from the Extensions screen, accessible from Settings
. Created extensions can be selected when configuring a field mapping of a collection.

Custom data transformation extensions appear as follows:

var inputTypes = 'String';
var output Types = 'String';

function transforn(context, input) {
/1 returns the transformation result

}

All custom data transformation extensions must declare their input and output types as shown in the
example above. Transformations are only available for a field mapping if the input types and output
types match the fields selected in the mapping. In the case of a mapping with multiple source and
target fields, the order of the declared input and output types must match the order of the source and
target fields.

A simple split-and-trim value custom data transformation extension could look like this:
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var inputTypes = 'String';
var outputTypes = ['String', 'String'];

function transforn{context, input) {
if (input) {
var values = input.split('/");
if (values.length !'=2) {
throw ' Unexpected value ' + input;

}

return val ues. map(function(s) {
return s.trim();

s

Single Select and Multi Select in Custom Data Transformation Extensions

Single Select and Multi Select values are specified using their labels. Extensions that accept a Single
Select as the input type will receive a string containing the option’s label. Extensions that specify a
Single Select as the output type should return a string containing the option’s label.

To specify the empty option, return undef i ned from the extensions instead of a value. Extensions
that accept a Multi Select as the input type will receive an array of strings of the option labels.
Extensions that specify a Multi Select as the output type should return an array of strings with the
option labels or an empty array to specify no options.

If the field has options, field options are available on the field of the context passed into an extension.
For example, the options can be accessed with something like this:

cont ext . sour ceFi el d. opti ons
context.targetField. options

Rich Text Support in Custom Data Transformation Extensions

To perform Rich Text transformations, Rich Text must be declared as input or output types of the
extension.
A Rich Text input parameter is passed as a valid HTML string.

For Rich Text as output type, the extension is expected to return a valid HTML string.

To escape HTML characters, the following function is provided:

ht m . escape(string)

A simple String-to-Rich-Text value transformation could look like this:

var inputTypes = 'String';
var output Types = 'Rich Text';

function transforn{context, input) {
if (input) {
return '<pre>' + htnl.escape(input) + '</pre>";

}

178



Web Links in Custom Data Transformation Extensions

To perform a web links transformation, web links must be declared as the input or output types of the
extension. A web links field consists of a list of web link objects. A web link object consists of a location
and other attributes.

The following is an example of a web link output:
[

| abel : ' Tasktop',
location: 'http://ww.tasktop.comn

location: '"http://ww.alt-tasktop.coni

Note: The label attribute is optional and if specified will be used to populate the label of the web link.

Relationships in Custom Data Transformation Extensions

Tasktop provides a JavaScript API for working with relationship fields. This API can retrieve, search,
and get associated artifacts for artifacts.

Artifact Service API Reference

Artifacts returned from the Artifact API are the raw JSON representation of a Repository's Artifact.
These representations may include internal IDs and other fields not mapped to the model. It may be
necessary to manually interpret the results of these calls on a per-repository basis to determine the
exact information that is returned.

® artifacts.retrieveArtifact(relationship):Artifact - Retrieves the artifact
for the provided relationship

® artifacts.listSearchTypes(): SearchType[] - Lists the valid search types for
the targeted repository

® artifacts. get SearchDefinition(searchTypeld): SearchDefinition-
Returns an object with the parameters that are required for the given search type id

® artifacts.search(searchType, searchDefinition):Relationship[] -
Searches the target repository with the given search type id and search definition, returns
a list of relationships which then can be looked up viaartifacts.retri eveArtifact
(rel ati onshi p) to retrieve the artifact

® artifacts. get Formattedl dSearchDefinition(): SearchDefinition -Returns
an object with the parameters that are required for a formatted ID search

® artifacts.searchByFormattedl d(searchDefinition):Relationship[] -
Searches by formatted ID with the provided search definition and returns a list
of relationships which then can be looked up viaartifacts.retri eveArtifact
(rel ati onshi p) to retrieve the artifact

® artifacts.toContainer(relationship, summary): Contai ner - Converts a
relationship into a container, summary is optional
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artifacts.toRel ati onshi p(contai ner): Rel ati onshi p - Converts a container
into a relationship

artifacts. get Associ at edRel ati onshi p(rel ati onship): Rel ationship -
Finds the associated relationship for the given relationship. When mapping from model to
collection the input value and source artifact relationship field values are from the source
repository and must be converted to their associated value to be used in the target system.
An exception is thrown if no artifact is found or multiple artifacts are found.

artifacts. get Associ at edCont ai ner (cont ai ner) : Cont ai ner - Finds the
associated container for the given container. When mapping from model to collection the
input value and source artifact container link field values are from the source repository
and must be converted to their associated value to be used in the target system. An
exception is thrown if no artifact is found or multiple artifacts are found.

A sample relationship transformation extension:

var inputTypes = 'Rel ationship';
var out put Types = ' Rel ationship';

function transforn{context, input) {
if (input) {

}

return findParent Fol der (cont ext.sourceArtifact);

return null;

}

function findParentFol der(artifact) {
var parent = artifacts.retrieveArtifact(artifact[' parent']);

if (parent['subtype'] === 'Folder') {
return artifact[' parent'];

} else if (parent['subtype'] === null) {
return null;

}

return findParentFol der (parent);

Looking at the above extension, we find the parent artifact and if that artifact is a folder we return that
as the parent.

var inputTypes = 'Rel ationship';
var out put Types = 'Rel ati onship';

function transforn(context, input) {
var searchDefinition = artifacts.getFormattedl dSearchDefinition();

searchDefinition['formatted-id' ] = 'TPA-42';
var results = artifacts. searchByFornattedl d(searchDefinition);
if (results[0]) {

}

return results[0];

return null;

The above extensions uses the formatted ID search to find the correct artifact for the link.

The following extension uses a custom search to determine a relationship:

var inputTypes = 'Rel ationship';
var output Types = 'Rel ationship';

function transforn{context, input) {
var searchType = get CustonSear chType();
var searchDefinition = artifacts. getSearchDefinition(searchType);
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searchDefinition['domain'] = 'DEFAULT ;
searchDefinition['project'] ='M Project’;
searchDefinition[' summary'] = context.sourceArtifact.sumary;
var results = artifacts. search(searchType, searchDefinition);
if (results[0]) {

return resul ts[0];

}

return null;

}

function get Cust onSear chType() {
var searchTypes = artifacts.|istSearchTypes();
for (var i=0; i<searchTypes.length; i++) {
if (searchTypes[i] === 'M Custom Search') {
return searchTypes[i];
}
}

return i;

Note: The returned search results are limited to a maximum of 1024 entries.

Containers and Relationships

A Container can be used as input and output type in a Custom Data Transformation extension. Tasktop
provides a JavaScript API for working with container fields.

The following two functions are provided to handle containers:

artifacts.toRel ati onshi p(contai ner)

artifacts.toContainer(relationship[, summary])

All container objects provide a summar y property.

® _toContainer(relationship[, sunmary]) - Converts a relationship object into a
container. The summary is provided as a String and is optional. Is ho summary provided, the
summary of the related artifact is used. An exception is thrown if the artifact or the summary
field of the artifact cannot be found.

® _toRel ationshi p(contai ner) - Converts a container into a relationship object to use with
theartifacts.retrieveArtifact(rel ationship)

® API or return as result of the extension.

The following extension finds the first parent folder and returns that as the parent container.

var inputTypes = 'Rel ationship';
var out put Types = ' Contai ner';

function transforn{context, input) {
if (input) {
var parentRel ationship = findParent Fol der (cont ext.sourceArtifact);
return artifacts.toContai ner(parentRel ationship);
}

return null;

}

function findParentFol der(artifact){
var parent = artifacts.retrieveArtifact(artifact['parent']);
if (parent['subtype'] === 'Folder') {
return artifact[' parent'];
} else if (parent['subtype'] === null) {
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return null;

}

return findParent Fol der (parent);

The next extension retrieves the parent of our parent container field and returns it as relationship.

var inputTypes = 'Container';
var out put Types = 'Rel ationship';

function transforn{context, input) {
if (input) {
var parentRel ationship = artifacts.toRel ati onshi p(input);
var parentArtifact = artifacts.retrieveArtifact(parentRelationship);
var container = parentArtifact['parent'];
return artifacts.toRel ati onshi p(container);
}

return null;

Note: Only containers based on artifacts are supported.

Comments in Custom Data Transformation Extensions
Comment extensions can be used to achieve use cases such as:

® Splitting long comments in a source collection into multiple comments in a target collection
® Excluding comments from integration based on some set criteria
¢ .. and more!

Once saved, the extension can be applied on the Comment Configuration screen.

To create a comment extension, comments must be declared as the input or output types of the
extension.

Note: Comment extensions will only impact new comments as they flow through Tasktop Integration
Hub. Existing comments that have already been synchronized will not be impacted.

If you are creating a custom data transformation for comments,

® The Comments type is supported as an array of comment objects
® A comment will be a javascript object with field ids as the key

® For example, a private comment with ID 1 and content This is a comment may look like
this:

tidtitat,
"is-private":true,
"coment -content":"<p>This is a comrent </ p>"

Here's an example of an extension that replaces user information with a default user in outbound
comments:

/1 The follow ng extension can be set on Collection to Mbdel transformation on a collection.
/1 It replaces user information at a repository's comment to a default user and returns coments that natches
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to Hub comment nodel .
var inputTypes = 'Comments';
var out put Types = ' Comments';

function transforn{context, input) {
if(input.length >0){
input.forEach(function(el enent) {
repl acePeopl e(el enent) ;
IO
}
return input;

}

function repl acePeopl e( comment) {

var pattern = /user(\d*)/gi;

comrent['creator']="default"';

coment [ wor k_notes' ] =comment [ ' work_notes'].replace(pattern,'default'); //replace user information at a
repository's comment contents field, work_notes

comment[' content']=conment['work_notes']; //assign updated repository's comment content to the Hub's
comment object's comment content field

}

Here's an example of an extension that adds a header to inbound comments with a default user:

/1 The follow ng extension can be set on Mddel to Collection transfornmation on a collection.
/1 1t addes comment header with default user to the given Hub nodel's comment input.

var inputTypes = 'Comments';

var out put Types = 'Comments';

function transforn{context, input) {
if(input.length >0){
addComment Header (i nput[0]);
}

return input;

}

functi on addConment Header (comment ) {

var header Text = '<p>[ Comment from '+ default_user'+' ]</p>";

comment [' cont ent' ] =header Text +coment[' content']; //Hub's comnment object's comment content field is coment
['"content']

}

Concatenation

To concatenate two fields on the source artifact into one field on the target artifact, a custom data
transformation extension can be used.

Below, we've outlined how to configure a custom data transformation extension in order to
concatenate the Formatted ID and Name from CA Agile Central into the Summary model field. The
concatenated values will then flow from the model to the chosen field on the target artifact.

[US35281][FinaIize graphics for webpage ] O m
4 [] h o L] ¥ al a = &
Details Tasks Children Defects  Discussi Dependenc Charts TestCases TestRun Change

Sets
SCHEDULE STATE * STATUS PLAN EST  TASK EST
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[D] @ ¢ 0
OWNER
DESCRIPTION v ) cynthia.mancha

9T+ B 7 U A~ &= is
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choose one
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« Upload final graphics to dropbox
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183



@ Jira

Software Dashboards v More v | Create

ERFBEBD E €

Bow g

N

o

10.

11.

12.
13.

~ Description

~) Mobile Project /_MP-2
= |U835281: Finalize graphics for webpage]

# it QComment Assign More v ToDo InProgiess Done  Admin v < Export v

~ Details ~ People

Type: [ story Assignee:

Status: (View Workflow) Unassi igned

Priority: 1 Medium Assign to me

Resolution: Unresolved

Labels None Reporter
Tasktop Technologies

Votes:

Acceptance Criteria: O

« Finalize graphics with marketing team Watchers
« Upload final graphics to dropbox @ stop watching this issue
« Communicate final decision to developers

Go to the Field Mapping screen for the source (CA Agile Central) collection.

If the Summary model field is already mapped in the source collection, delete the mapping.
Choose Formatted ID and Name from the left side (repository) dropdown and Summary from the
right side (model) dropdown and Press Connect.

Make a note of the Type for each of the 2 fields and the order in which they are added. For
example, in the below example Formatted ID was added first and is of type String and Name was
added next and is of type String. The Model Field is also of type String.

'\

Open the Settings in a different tab and go to Extensions > Manage Extensions.

Create a new data transformation extension.

Give the extension a name and update the input types based on Step 5. In this case we have 2
Inputs of types String and String. Update the input types as follows:

var inputTypes = ['String', 'String'];

a. _ Note: This will take the Formatted ID as the 1st parameter and Name as the 2nd parame
ter.
Update the output types based on Step 5. In this example, we have 1 output of type String.

Update output types as follows:
d. var output Types = 'String';

In the body of the function, use the following statement to concatenate:
d. return "ID ' + input[0] + ' :: "+input[1];

Here's an example of the full script:
d. var inputTypes = ['String', 'String'];
var output Types = 'String';

function transforn(context, input) {
/1 returns the result of the transfornation
return "ID ' + input[0] + ' :: '"+input[1];

Save and go back to the source collection.

Configure the Summary mapping from Step 4;: -~ T (o]
You will now see the extension you created as an option for the transform on the right (model)
side. Choose this extension and click Save and Done.
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7 Concat D and Summary

a. \

14. In your target collection, simply map the Summary model field to your chosen field on the target

artifact (i.e., Summary, Name, Title, etc).

This will concatenate the 2 fields (ID, Name) on the source artifact to a single Summary field on the
target artifact.

Person Reconciliation

Integrations that create or update artifacts often need to deal with differences between the
representation of persons in different systems.

Tasktop comes with a default person reconciliation strategy (Copy with Default Matching), which
matches based on name, ID, and/or e-mail.

More specifically, the algorithm will compare the metadata from each side as follows:

Username (person-username) from source to username (person-username) on target
Username (person-username) from source to ID (person-id) on target

ID (person-id) from source to username (person-username) on target

ID (person-id) from source to ID (person-1D) on target

Email (person-email) from source to email (person-email) from target

Please review the Connector Docs to determine which fields are available for your specific repository.
If a field (i.e., person-username) is not available, Tasktop will simply skip that step.

This strategy should cover most use cases. However, if needed, you can also configure a custom
Person Reconciliation Extension to match person fields from one repository to another.

Configuring Person Reconciliation with Extensions

A person reconciliation extension can be created from the Extensions screen, accessible from Settings.
Created extensions are selected in the Person Reconciliation section of the Collection screen. In most
cases it makes sense to have one extension per repository, since each repository will have different
requirements for mapping persons to and from the repository. Person reconciliation extensions apply
to all person fields of an artifact, including person fields in comments and attachments.

The Context Object

The context object provides information that the extension can use to determine how person
reconciliation should be handled.

For a custom data transformation, use the following:
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® context: A context object that provides information that the extension can use to determine
which transformations are needed
® context.sourceArtifact: A JavaScript object representation of the source artifact
® |f you are mapping from model to repository, this will match the structure of the artifact in
the model
® If you are mapping from repository to model, this will match the structure of the artifact in
the repository
® context.targetArtifact*: A JavaScript object representation of the target artifact
® |If you are mapping from model to repository, this will match the structure of the artifact in
the repository
® |f you are mapping from repository to model, this will match the structure of the artifact in
the model

If you are creating a custom data transformation extension for test steps, use:

® context. sourceTest St ep to access the source test step
® If you are mapping from model to repository, this will match the structure of the artifact in
the model
® |f you are mapping from repository to model, this will match the structure of the artifact in
the repository
® context.target Test St ep to access the target test step
® |f you are mapping from model to repository, this will match the structure of the artifact in
the repository
® |If you are mapping from repository to model, this will match the structure of the artifact in
the model

See Tasktop Editions to determine if your edition contains Test Step functionality
The context parameter also has field properties:

cont ext . sour ceFi el d: If processing a single field
cont ext . sour ceFi el ds: A list of field objects, if processing more than one field
cont ext . t ar get Fi el d: If processing a single field
context.targetFi el ds: Alist of field objects, if processing more than one field

A field object only has two properties: ID, and label:
{

id: "assignee",
| abel : "Assi gnee"

Authoring Person Reconciliation Extensions

Person reconciliation extensions are defined by two functions:

mapPer sonFr onReposi t or y(reposi t oryPerson, unresol vedPer son)

mapPer sonToReposi t or y( nodel Per son)
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Both functions are expected to return a string value corresponding to the user id of the person.
Returning undef i ned sets the person field to empty. In the case where a user cannot be mapped and
having the field empty is not an option, throw an exception as follows:

i f (noMat chFoundCondi tion) {
throw ' sone descriptive nmessage';

}

Such errors will cause processing of an artifact to result in an error with error code CCRRTT-17011E
which will display under the Activity screen.

mapPersonFromRepository(repositoryPerson, unresolvedPerson)

mapPer sonFr onReposi t ory is used to create a model representation of a person from a repository
representation of a person, which occurs whenever a person is copied from a repository artifact to a
model artifact. The return value of this function is used as the id of the person in the model artifact.

Two parameters are passed to the mapPer sonFr onReposi t or y function:

® repositoryPerson - An object representing the person corresponding to the repository
representation

® unresol vedPer son - This parameter contains whatever information may be available about
the person from the repository. It contains information only if r eposi t or yPer son does not.

An example r eposi t or yPer son from Jira On-prem looks like:
{
"person-id": "userA",
"person-enmil": "user A@est.tasktop.conf,

"person-di spl ay- name": "User A",
"active": true

An example unr esol vedPer son from Jira On-prem might look like:
{

"person-id": "userA",
"person-enail": "user A@est.tasktop. cont

mapPersonToRepository(modelPerson)

mapPer sonToReposi t ory is used to create a repository representation of a person from a model
representation of a person, which occurs whenever a person is copied from a model artifact to a
repository artifact. The return value of this function is used to lookup the corresponding person in the
repository.

A single parameter is passed to the mapPer sonToReposi t or y function:
® nodel Per son - An object representing the person corresponding to the model representation
A nodel Per son always has the following properties:

{

"id": "userld",
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"di spl ay-nane": "Jane Smith"

Note: Di spl ay- name could be empty.

Simple Person Reconciliation Example

A simple person reconciliation mapping extension could look like this:

functi on mapPer sonFr onReposi tory(repositoryPerson, unresol vedPerson, context) {
if (repositoryPerson) {
return repositoryPerson.id;
}
}

function mapPer sonToReposi t ory(nodel Person, context) {
if (nodel Person) {

try {
var person = persons.searchPerson('id', nodel Person.id);
consol e.l og("found match " + person.id);
return person.id;

} catch (e) {
consol e.log("no match found napping to " + context.targetField.id);

if (context.targetField.id === "assignee") {
return "defaul t-assignee";

} else if (context.targetField.id === "reporter") {
return "defaul t-reporter”;

} else if (context.targetField.id === "coments") {

return "defaul t-comenter"”;

}

The SimplePersonReconciliation script is a simple script which makes use of dictionary concept in
Javascript to map key and values.

Scenario 1: Using E-mail

Consider an example where Repository 1 has email john.s@email.com and Repository 2 has email john.
smith@email.com and the display names and ID’s don't match. Assume that the integration has one-
way person flow from Repository 1 (john.s@email.com) to Repository 2 (john.smith@email.com).

In that case, we would edit the var mapping on the mapPer sonToReposi t or y() function so that the
incoming value checks the dictionary (key) and returns a valid email (value) for the repository.

In this example, we would edit the var mapping = { 'john.s@nuail.com : 'john.
smth@nmail.com } inthe mapPer sonToReposi t ory() function.

If the integration has two-way person flow, we must also edit the mapPer sonFr onReposi t ory() fun
ction. The mapPer sonFr onReposi t or y() function will show the e-mail addresses in the opposite
order-i.e.var mapping = {‘john.smth@mil.com : ‘john.s@nuil.comni}.Fortwo-
way integrations, the person reconciliation extension must be added to both the source collection and
the target collection.

Scenario 2: Using ID
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If the source repository does not provide an e-mail, we can use the Simple Person Reconciliation script
above to match person ID to person email.

For example, if Repository 1 has user id "JohnSmith" and the matching user in Repository 2 is "john.
smith@email.com,” then we should edit the script at var nmapping = { JohnSnmith: 'john.
smth@mil.com}.

If the integration has two-way person flow, we will also need to edit the mapPer sonFr onReposi tory
() as outlined in Scenario 1. We must also remember to edit the extensioninvar resul t as nodel P
er son[ per son-i d] for scenarios where we are using ID instead of email. The edit must be done on
both the mapPer sonFr onmReposi t ory() and mapPer sonFr onmReposi t ory() functions.

Selecting a Default Person when No Match is Found

Below is a script which uses the context to select a default person when no match is found:

functi on mapPer sonToReposi t ory(nodel Person, context) {
var person;
try {
person = persons. searchPerson("enni |l ", nodel Person.id);
} catch (e) {
/1 no matching person found
Il select a default person by team

if (context.sourceArtifact["tean'] === "Team A") {

person = persons. searchPerson("email", "team a.lead@onpany.nnet");
} else if (context.sourceArtifact["team] === "Team B") {

person = persons. searchPerson("email", "team b.|ead@onpany.nnet");

}
}

/1l return a match if found
if (person) {
return person["person-id"];

}

Person Reconciliation Extension Javascript API

Tasktop provides a JavaScript API for working with persons in a person reconciliation extension. This
APl includes two functions:

® persons. |listPersonSearchFi el ds(): Obj ect\ - Allows for the discovery of the
searchable fields on a person. Not all fields from a person are searchable and vary between
connectors.

® persons. searchPerson(fieldld, fieldVvalue):Person\ -Used to search for person
in a repository. This person can then be used to return the correct ID for a user in a repository. pe
rsons. searchPerson(fieldld, fieldValue) willfindexactly one person and will throw
a Per sonNot FoundExcept i on if no match is found or TooManyPer sonsFoundExcepti on if
more than one person is found. These exceptions can be caught and handled by the extension.

Artifacts returned from the artifact API are the raw JSON representation of a repository's artifact.
These representations may include internal IDs and other fields not mapped to the model. It may be
necessary to manually interpret the results of these calls on a per-repository basis to determine the
exact information that is returned.
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Below is a person reconciliation extension that will take the id of a model person, retrieve the user by
username and return the exact ID from the repository. This is helpful for systems where the person’s
ID is a number or some other non-human readable value.

functi on mapPer sonFr onReposi tory(repositoryPerson, unresol vedPerson) {
return repositoryPerson[' Usernane'];

}

functi on mapPer sonToReposi t ory(nodel Person) {
/'l persons.|istPersonSearchFields(); determnes the fields usable by .searchPerson(...)
var repositoryPerson = persons. searchPerson(' Usernane', nodel Person['id']);
return repositoryPerson['ID];

SearchPerson Example Script

Below is an example SearchPerson script. Per sons. sear chperson (fieldld, fieldVvalue)is
used to search for a person in a repository using the two parameters: fi el dl d and fi el dVval ue.

This person can then be used to return the matching ID of a user in that repository.

Per sons. searchPerson(fieldld, fieldValue) will find exactly one person and will throw a Pe
r sonNot FoundExcept i on if no match is found or TooManyPer sonsFoundExcept i on if more

than one person is found. These exceptions can be caught and handled by the extension. sear chPer s
on() is a native Tasktop call, which means it is functionality that is unique to Tasktop.

function mapPer sonFronReposi tory(repositoryPerson) {

}

functi on mapPer sonToReposi t ory(nodel Person) {
i f (!nodel Person){
consol e. | og('incom ng nodel person is enpty')
return undefined

}
consol e. | og(' nodel Person = ' + nodel Person['id']);
var repoPerson = persons. searchPerson(' person-usernanme', nodel Person['id']);

consol e. | og(' repoPerson ="' + repoPerson['id']);
return repoPerson['id'];

Scenario 1: Mismatched E-mails

Consider an example where Repository 1 has email john.s@email.com and Repository 2 has email john.
smith@email.com. The per sons. sear chPer son(fi el dld, fieldVal ue) canbe used to search
the repository for matching person values.

Assume that the integration has one-way person flow from Repository 1 (john.s@email.com) to
Repository 2 (john.smith@email.com ). In this case, the mapPer sonToReposi t or y() function should
be edited and the incoming values matched by ID. A search persons call based on incoming username is
made and then the matching user object is retrieved.

Scenario 2: Returning a Default ID as a Value

functi on mapPer sonFronRepository(repositoryPerson) {
return repositoryPerson['email"'];
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}

functi on mapPer sonToReposi t ory(nodel Person) {
var defaul tUserld = ' SOVEVALUEHERE'

consol e. | og(persons. |istPersonSearchFi el ds())

try{
var person = persons.searchPerson(' email', nodel Person.id);
if(person !'=null) {

return person[' person-usernane'];
}
} catch(e){
consol e. | og(e)

consol e.log(' Falling back to default person')
return defaul tUserld

The above script allows us to search for persons in the repository based on an incoming email value. In
cases where a corresponding person is not found in the repository, Tasktop will return the def aul t Us

er | d. To return a default user ID, assign a default value (a user ID) to the var def aul t User | d.

PersonListSearchFields

Persons. | i st Per sonSear chFi el ds() allows for the discovery of the searchable fields on a
person. Not all fields from a person are searchable and vary between connectors.

functi on mapPer sonFronReposi tory(repositoryPerson) {
return repositoryPerson['email'];

}
functi on mapPer sonToReposi t or y( nodel Person) {
consol e. | og(JSON. stringi fy(persons.|istPersonSearchFields()))

var person = persons.searchPerson(' person-email', nodel Person.id);
return person['person-id];

For example, when using the above Person Reconciliation script/extension on the Jira side in a Jira-
Micro Focus (HPE) integration, the consol e. | og( JSON. st ri ngi f y( per sons.
I'i st PersonSear chFi el ds())) line will give you a list of the searchable fields.

In our demo, we got the following values:

Person |istSearch Fields: ["person-usernane", "person-enuil", "person-id", "person-display-nane"]

You can then use one of those available values as part of the per sons. sear chPerson() scri pt.
In the example scripts shown above, we make use of per son-i d.

Using LDAP or Active Directory

LDAP (Lightweight Directory Access Protocol) and Active Directory can be used to lookup information

required to map persons from one system to another. Tasktop provides a JavaScript API for accessing
LDAP and Active Directory as follows:

functi on mapPer sonToReposi t ory(nodel Person) {
| dap. connect (' | dap: // subdongi n. myconpany. coni, 'cn=adni n, dc=exanpl e, dc=nyconpany, dc=com , 'nypassword');
var results = | dap. search(' dc=exanpl e, dc=nmyconpany, dc=conl, 'cn='+l dap. escape(nodel Person['id']))
if (results.length == 0) {
throw 'no person found with id="+nodel Person['id'];
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}

return results[0]['sn'];

Looking at the example above, three steps are involved:

1. establishing a connection
2. looking up the appropriate entries using a search
3. returning a value from the search results

The same approach is used for both LDAP and Active Directory.
The Tasktop JavaScript LDAP API is described as follows:

® | dap - The globally-visible object providing the LDAP API

| dap. connect (connectionUrl, principal, password):void-A means of

establishing a connection with a connection URL, user principal and password

® | dap. search(base, query, fields):Mp[] - Ameans of searching providing a base
name of the context to search, a search query, and an optional list of fields to provide in the
search results

® | dap. escape(val ue): Stri ng - A means of escaping string literals to use in LDAP search
queries or distinguished names

There is no need to close an LDAP connection; LDAP connections are managed implicitly by Tasktop.

Artifacts returned from the Artifact API are the raw JSON representation of a repository's artifact.
These representations may include internal IDs and other fields not mapped to the model. It may be
necessary to manually interpret the results of these calls on a per-repository basis to determine the
exact information that is returned.

Accessing Web Resources

Extensions may access resources using HTTP. For example, extensions may access a REST API which
could provide data necessary for the extension.

Tasktop provides a fluent JavaScript API for making HTTP requests, inspired by the Java 9 HTTP client
API. The APl is used as follows:

var response = httpdient.request()
.uri (" http://exanple.com nmy/rest/api')
.paraneter (' first-param,'first-value')
. par anet er (' second- parani , ' second-val ue')
. header (' ny- speci al - header', ' header -val ue')
. GET().response()

if (response.statusCode() == 200) {
var responseJson = JSON. parse(response.content());
/1 do something with response data

HTTP Client API Reference
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htt pd i ent - The globally-visible object providing the HTTP client API
httpCient.request(): Request Bui | der - Provides a RequestBuilder object

Request Bui | der. uri (uri String): Request Bui | der - Specifies the URI of the request
Request Bui | der. par anet er (key, val ue) : Request Bui | der - Adds a query parameter to
the request with the given key and value

Request Bui | der. header (key, val ue) : Request Bui | der - Adds an HTTP header value to
the request with the given key and value

Request Bui | der. GET() : Request - Creates a Request object for an HTTP GET request
Request . response() : Response - Creates a Response object with the result of the HTTP
request

Response. st at usCode() : i nt - Provides the HTTP status code of the response

Response. content (): Stri ng - Provides the body of the HTTP response as a string
Response. header s() : Map - Provides the HTTP response headers as a JavaScript object with
property names corresponding to HTTP header names, and values as arrays of values of the
corresponding HTTP header

Request Bui | der. proxy(host nanme, port[, usernane, password]):

Request Bui | der - Specifies an HTTP proxy to be used for this request

Artifacts returned from the Artifact API are the raw JSON representation of a Repository's Artifact.
These representations may include internal IDs and other fields not mapped to the model. It may be
necessary to manually interpret the results of these calls on a per-repository basis to determine the
exact information that is returned.

Example extension Response. header s() return value:

"Transfer-Encoding": [
" chunked"
I
"Server": [
"Jetty(9.2.13.v20150730)"
1
"Vary": [
" Accept - Encodi ng, User - Agent "
1
"Content - Type": [
"application/json; charset=UTF- 8"

]

Using an HTTP Proxy Server

Extensions can specify an HTTP proxy server with the following API:

var response = httpdient

.request ()

. proxy(" myproxy. nyconpany. coni’, 3128)
.uri (" https://ww. exanpl e. coni)

- GET()

.response();

To use a proxy server with BASIC proxy authentication, credentials can be specified as shown below
assuming username and password are strings:
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var response = httpdient
.request ()
. proxy("myproxy. nyconpany. coni', 3128, usernane, password)
.uri (" https://ww. exanpl e. coni)
- GET()
.response();

Good to Know

® All communication to the proxy server uses HTTP, not HTTPS, so even if an HTTPS connection
to the target server is tunneled through the proxy, it is important that the connection to the
proxy server is through a trusted network if sending proxy credentials.

® We recommend storing the proxy password in a confidential key-value store and not hard coding
it in the extension because extensions are stored unencrypted in Hub's operational database.

Causing Extensions to Complete With An Error

There are occasions where extensions should complete with an error. In such cases, simply use the
JavaScript t hr ow keyword as follows:

i f (sonethingUnexpected) throw 'some descriptive nmessage'

Such errors will cause processing of an artifact to result in an error with error code CCRRTT-17011E
which will display on the Activity screen.

Troubleshooting Extensions

Extension troubleshooting usually involves trial and error. To make the troubleshooting process easier,
a global logging function is exposed as follows:

consol e. | og( nessage)
consol e. | og takes a single argument which is converted to a string.

For example:

function transitionArtifact(context,transitions) {
if (soneUnexpectedCondition) {
consol e.l og(' source artifact: '+JSON.stringify(context.sourceArtifact));
console.log('target artifact: '+JSON. stringify(context.targetRepositoryArtifact));
console.log('transitions: '+JSON stringify(transitions));
throw ' message describing that sonething bad happened';

The output of consol e. | og goes to the Tasktop log file at | ogs/ ext ensi ons. | og

Extensions and State
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Extensions should not rely on declared variables to retain state between invocations. Doing so is not
supported and has undefined behavior.
For example:

// This is not supported:

var nmyd obal State = // sone state

function someFunction() {
if (nyd obal State == soneVal ue) {

.
}

Accessing Object Properties
There are two ways to access object properties:

You can use the dot notation if the property name only contains alpha-numeric and characters that
are allowed in JavaScript variables such as '$' or ' '

For example:

per son. enai
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Introduction

Advanced (Settings) can be accessed by clicking the Advanced tab on the Settings screen.

D
© settings

Under Advanced, you can access:

Flow External Workflow Changes
Move Routes Between Integrations
Import Artifact Pair Information
Upgrade Backup Files

Flow External Workflow Changes

Flowing external workflow changes allows you to specify the integrations that should receive high-
fidelity scans to ensure that changes that might have been missed during a regular change detection
interval are detected.

1. Note: Enabling this setting for all integrations may have a negative impact on Hub’s performance.

Move Routes Between Integrations

There may be rare scenarios when you must move routes from an existing integration to another
integration. For example, you may have configured Tasktop incorrectly and mistakenly created multiple
integrations which should be combined into one. Or you could be upgrading Micro Focus ALM, which
requires moving projects from an instance running an old version of ALM to a server running a newer
instance of ALM. Since existing projects are moved to a completely new ALM instance with a different
URL, users must create a new repository connection, collection(s), and integration(s) in Tasktop. Once
the new integration is created, existing routes must be migrated to prevent the risk of duplicate
artifacts. This feature will allow users to easily migrate routes from an existing integration to a new one.

To move routes from one integration to another, they must both:
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Be synchronize integrations

Use the same artifact types

Use the same repository connections (except for Micro Focus ALM connections used in an
upgrade scenario) -

We recommend stopping both integrations before moving routes so that you can review your
mappings and configuration before running.

To use this feature, click Move Routes.

Move Routes Between Integrations

Select the routes from the source integration that you'd like to move to the target integration. Once
moved, they will no longer exist in the source integration. Click Move in the upper right corner.

UTASKTOP i

© Move Routes Between Integrations
sharo o s Tp—— ato ALM

updradesor o marg o s exsting wagrasons.

<Backio Setin Gancel

»

Review the pop-up message and if approved, click | understand... and Move. This process may take
some time. Progress can be tracked on the Background Jobs tab of the Activity Screen .

197



Once the move is complete, review your integration configuration, field mappings, etc, before clicking r
un on the target integration.

Import Artifact Pair Information

Importing artifact pairs allows Tasktop Integration Hub to import existing artifact pairs that were
created by Tasktop Sync. This prevents duplicate artifacts from being created when you switch from
using Tasktop Sync to Tasktop Integration Hub to administer your integrations.

Please for additional information on how to use this capability.

Upgrade Backup Files

This feature is not applicable to Tasktop Cloud and is only available when upgrading from Tasktop Integration
Hub versions 20.1 and later.

Upgrading backup files enables you to download and upload artifact data in cases where integrations
were resumed individually during an upgrade. The downloaded data corresponds to artifacts that were
modified when migrations were still running. These files capture any synchronization activity that
occurred on individually running integrations, so that you can ensure no updates are duplicated if
restoring from backup.

Learn more about utilizing this capability here.
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